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INTRODUCTION

Abstract

Software vulnerabilities are among some critical issues in system
information security. Security defects in software cost millions of
dollars to firms in terms of downtime, disruptions, and
confidentiality breaches. There is a need for timely exposure and
exclusion of vulnerabilities to improve computer systems' security
and avoid the victims from exploiting various vulnerabilities. As
technology has progressed, there have been many different ways to
find zero-day flaws in software systems. Still, most of these
techniques are suggested for detecting one or a limited number of
vulnerability classes. We used data mining and machine learning
techniques to address the scenario in this research work. The
mining of trends and vulnerabilities patterns is useful. They can
help software prepare
vulnerabilities that may occur in a software application. To predict
future recurring vulnerabilities in OSS (Open Source Software)
applications, we tried to investigate the use of historical patterns of
vulnerabilities. We examined the software vulnerabilities taken
from CWE (Common Weakness Enumeration)
identifier/organization, CVE (Common Vulnerability Exposure)
and NVD (National Vulnerability Database) in the duration from
2006-2016. Our findings revealed that the DOS (Denial of
Services), 'code execution', 'overflow', 'memory corruption' and
'bypass something' are some critical vulnerabilities faced to OSS

vendors solutions before time for

applications.

Developing secure software is a time-consuming and
complex activity. The vulnerabilities are the primary
source of software insecurity. So the prediction of
software vulnerabilities plays a key role in software
application

engineering, specifically in  web

development. Web applications have become more
prevalent in the last two decades than traditional
businesses. On one side, the internet is a vital source
of useful information, but it also causes some
dangerous issues like breaches of personal privacy
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and security. In the present day, software systems
require to make certain the protection of sensitive
and confidential information along with providing
the superiority of services to its end users. Frequently
software is an aggressive big business that can be
revolutionized quickly and takes action to changes in
marketplace, hardware and software podiums.

A software vulnerability is a security error,
flaw, fault, failure or weakness found in a software or
in operating system that can lead to security concerns
[1-3]. Software vulnerability is "an occurrence of a
mistake in the specification, development, or
configuration of software such that its execution can
disobey the explicit or implicit security policy" [4, 5].
Software vulnerabilities are major concern in all
software systems whether they are open sourced or
close sourced. Both vendor/developer organizations
and users require being capable to evaluate the
security intensity of software systems in sort to
advance the efficiency of software. The protection of
a software system is impacted by the existence of
unpatched vulnerabilities which are exposed from
time to time and can be significantly exploited [6-8].
If we might foresee the probable vulnerability trends,
patterns and the characteristics of the vulnerabilities
revealed, the desirable resources might be owed at
the correct time for remedial actions which would
significantly diminish security threats. Such methods
might also be utilized by end users to asses' risks and
be equipped to get corrective action when possible
security violations happen.

Quantitative techniques will formulate it
probably for end users and developers to impartially
evaluate the threat faced by vulnerabilities in
software their
Nowadays researchers have commenced to discover

systems and possible  violation.
quantitative  distinctiveness  of
vulnerabilities as the vital datasets
becoming suitably large to be analyzed [9-11]. Zero
day vulnerabilities prolong to be a threat such that
the vendors are unfamiliar with them and when

some of the
which are

attacks occurs, vendors have zero days to afford
mitigations [12, 13]. Zero day vulnerabilities are
generally difficult to prevent such that usually the

information is only available for analysis after the
attack has been completed [16, 17]. In some cases, it
is very difficult to discover all the vulnerabilities
simultaneously even if every security protocol was
used at the time of launch [18]. It is still possible for
hackers in the various types of security exploits to
take advantage if something is left behind in the code
by a code-developer [19-21].
In such context, this paper provides the following
main contributions:
Exploring the trend of vulnerabilities over a period
of time in software applications
Exploring the trend of vulnerabilities over a period
of time in some popular open source software
applications
Exploring the common patterns of vulnerability in
open source software applications
Exploring the top most types of vulnerability across
the selected open source software applications
Exploring the possible
vulnerability/vulnerability pattern recurring in some
open source software applications

In order to get hold on the above mentioned
contributions, we set the following RQs (Research
Questions):

next

Over time, how much of a rise or fall can we expect
in the frequency of software vulnerabilities?

Do popular OSS software have a longterm trend of
vulnerabilities?

Are there any patterns to the vulnerabilities that are
found in different open source software applications?
Do the most popular OSS applications have the most
common sorts of vulnerabilities!

Why does a particular vulnerability/vulnerability
pattern keep reoccurring in an OSS application?

The paper is organized as follows. Related works are
presented in Section 2. The research method used in
our assessment is outlined in Section 3, where
different aspects are presented to analyze our datasets.
The results of this research and its analysis are
described in Section 4. Limitations of the study are
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discussed in Section 5. Finally, the conclusions and
future work are presented in Section 6.

Here, we exploit the NVD from [22] and CWE from
(23], for long term annual periodicity analysis of
different OSS applications. We these
organizations because of their public access to most
extensive and structured datasets. Further, the NVD
project is supported by the US department of
Homeland Security and sustained by the National
Institute of Standard and Technology, it can be
painstaking a standard foundation. The NVD uses
CVE identifiers [24] and so any updates to CVE
directly come into view on NVD.

2. Related Work

Open Source Software (OSS) is a software tool that
operates under an open source label whose source
should  be and  modifiable.
Throughout the world an increasing number of
people are using OSS with an open source code,
where it generally operates securely and reliably in a
stable and cost-effective manner. OSS use has moved
from the fringes into the mainstream of software

chooses

code available

development, accelerating time to market and
generating cost savings. But despites these benefits, a
thoughtful approach to adoption are essential. Lack
of visibility into the open source software in use -
particularly  to open security

vulnerabilities that have found their way into the

known source
codebase - exposes organizations to exploitation that
code result in financial losses, business disruption,
customer defection, legal action and brand risk [25].
Currently, OSS products have started to become
popular in the market as an alternative to traditional
software [26]. Government and
organizations are beginning to adopt OSS on a large

closed source
scale and several governmental initiatives have
encouraged the use of OSS in the private sector. One
major issue for the government and private sector is
the selection of appropriate OSS [26].

In recent times, the impact of progression
caused by consecutive software versions on the
vulnerability innovation development have been
scrutinized [27-29). In this learning they have

measured the impact of giving out code across
succeeding versions. The rising accessibility and
exploitation of OSS in individual and marketable
environments makes OSS interesting for hackers,
and others who are paying attention in exploiting
software vulnerabilities [30, 31]. Alhazmi et. al. [32]
uncover numerical proof for their model for both
closed source software and OSS. They identified
vulnerabilities, as provided by the US NVD [22]
Version 2.0, and obtain these information significant
to OSS: Red Hat Linux 6.2: 123 and Red Hat Linux
7.1: 163. They additionally discover that the
standards of vulnerability concentrations fall within a
variety of values, just like the frequently used
measure of defect density for general defects. Pham
et. al. [33] performed an empirical study on
thousands of vulnerabilities and initiate that many of
vulnerabilities are recurring in OSS due to recycle
source code or libraries. Wijayasekara et. al. [34]
hidden impact vulnerabilities, as the name implies,
are vulnerabilities that appear long after the flaw has
been made public. From 2006 to 2011, two OSS, the
Linux Kernel and MySQL software application, have
32 ‘and 62 percent hidden effect vulnerabilities,
to CVE [24] and bug

respectively, according

databases.

An improved description of the AML (Alhazmi-
Malayia Logistic)[35] security detection model were
projected by taking into deliberation the
superposition [36] of the discovery processes for
multiple version software systems and demonstrated
their model by exploratory two OSS systems.Neuhas
and Zimmermann [37] to automatically divide
vulnerabilities into different kinds, use CVE
vulnerability documentation from before 2009. They
claimed that there are a large number of CWE [23]
vulnerability categories, roughly 700, that are beyond
human comprehension. Zaman et al.[38] conducted
an exploratory research on the assessment of security
and performance problems in open-source software
(OSS), such as the Firefox web browser, and
discovered security bugs using CVE repositories.
Security bugs are unchanging faster than design
defects, and they can be reopened several times in a
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bug repository, according to them. By probing the
impact and incidence of vulnerabilities in NVD and
guesstimating the mishandling incidence and misuse
impact of vulnerabilities, Houmb and Franqueria[39]
predicted the possible amount of vulnerabilities e.g.
the severity of the punishment for attacks that
exploit flaws, as well as an estimate of the likelihood
level of vulnerabilities at different periods. Frei et al.
[40] utilise NVD and other comparable repositories
the gaps between the dates of
vulnerability invention, molest discovery, and patch
accessibility. They additionally that
attacks of zero day vulnerabilities are vacant directly
in NVD on the date of exposé of vulnerabilities but
software vendors are sluggish to provide software
patches.

Several (Vulnerability  Discovery
Models) the vulnerability
discovery method have been projected in recent
times. These incorporate Andersons thermodynamic

(41], AML model [35]

toO measure

discovered

VDMs

to facilitate model

mode and Rescorlas

linear/exponential models [42]. Various -classical
software consistency growth models have been used
[43]. Chen et. al. [27] have obtainable a multi-cycle
VDM integrating a sinusoidal performance. Their
model endeavor to model the relationship involving
the number of vulnerabilities and their release time
and its compared with other VDMs using data sets
from eight Windows operating systems.

3. Vulnerabilities Measuring Methods

The general idea about the study is presented in Fig.
1. The data was collected from CWE [23], CVE [24]
and NVD [22]. The details about these terminologies
are presented next:

CWE is a directory of software weakness types that is
anticipated as a community developed absolute
dictionary of software weakness.

CWE™ International in extent and liberated for
public use which can afford a cohesive, measureable
set of software weakness that enables more effective
discussions.

Common Weakness Enumeration (CWE),
Common Vulnerability Exposure (CVE),
MNational Vulnerability Database (INVD)

I

Ewaluate
Likelihood of
Software
Vulnerabilities

Measure
Vulnerabilities

Ewalunate
Likelihood of Open
Source Software
Vulnerabilities

|

(

Vulnerabilities

Extract Pattems of Open Source Software |

l

Ewvaluate Frequent
Pattems

Evaluate Top Most
tvpe of
Vulnerabilities

Exploit Historical
Pattems for Prediction
of Future Fecumng
Vulnerabilities

FIG. 1.OVERVIEW OF THE STUDY
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Explanation, assortment and use of software safety
tools and services that can discover these weaknesses
in source code and operational systems along with
better perception and management of software
weaknesses associated to architecture and design [23].
It is sponsored by the US-CERT in bureau of Cyber
Security and Communications at U.S. Department
of Homeland Security.

CVE is a chronicle trade name of the MITRE Firm.
CVE is an open accessible, complimentary for use
dictionary of standardized
relating to  general = computer
vulnerabilities and exposures. The CVE's widespread

software  weakness

identifiers

identifiers facilitate data exchange among security

Table 1. List of total Vulnerabilities by Types

products and present a baseline catalog point for
assessing coverage of tools and services [24].

NVD is the U.S government repository of standards
based vulnerability calculated data represented using
the SCAP (Security Content Automation Protocol)
[22]. This data facilitates the computerization of
vulnerability managing, safety dimensions, and
observance. NVD incorporates databases of security
checklists, security interrelated software defects and
flaws, product names, and impact metrics.

We used the CWE, CVE and NVD
repositories. Throughout these repositories, a total
number of 88,477 vulnerabilities have been mined
from January 2006 to October 2016 as shown in the
Table 1.

Years

No Types — of Total
Vulnerabil | 200 | 200 | 200 | 200 | 201 | 201 | 201 | 201 | 201 | 201 | 201 Val biliti
ity 6 |7 |8 |9 |0 2 |3 |4 |5 |6 es““era”‘
Denial of 110 103 [ 110 | 122 | 142 | 145 | 159 | 178 | 166

I Services 893 0 894 5 7 5 3 7 1 0 14161

) Code 271 | 260 | 231 | 218 | 171 | 133 | 145 | 118 | 157 | 180 | 115 20045
Execution |9 1 0 4 4 7 6 3 8 9

107 | 106

3 | Overflow |662 | 952 | 699 | 700 | 678 | 770 | 842 | 859 | 850 3 5 9147
Memory

4 Corruptio | 91 95 128 | 188 | 342 | 351 | 423 | 366 | 420 | 746 | 587 | 3737
n

5|9 logr |06 | MO 963 | 520 | 204 | 242 | 156 | 304 |213 |53 | 5519
Injection 1
Cross Side 130 110

6 Scripting 883 | 807 | 851 | 605 | 467 | 758 | 650 757 | 357 | 8542

2 5

(XSS)

7 | Directory 1351 1339 1363 [ 322 | 275 | 108 | 122 | 110 | 204 | 145 | 76 | 2385
Traversal
Http

8 | Response |8 14 |7 9 8 13 |7 12 |12 |14 111
Splitting
Bypass

9 Some 267 | 267 | 288 | 338 | 234 | 197 | 343 | 352 | 457 | 577 | 373 | 3693
thing
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Gain 110

10 | Informatio | 267 | 322 | 270 | 302 | 282 | 409 | 389 | 510 |, = | 745 | 650 | 6250
n

pp | Gain 184 | 242 | 188 | 223 | 237 |206 | 250 | 274 | 239 | 366 | 462 | 2871
Privileges
Cross site

17 | reduest 18 |69 |83 |115 |86 166 | 123 | 264 | 245 |70 | 1297
forgery
(CSRF)

13 | File 849 | 700 | 170 | 138 | 73 14 (1 |2 |5 |1 1970
Inclusion

14 | Numberof | o7 | 125 | 193 1210 | 146 | o0 | 15 1907 | 390 | 117 |0 | 8749
Exploits 1 6 8 9

Total 864 954 [924 | 947 | 762 | 600 [ 705 | 624 952 |859 | 652 | ooy

Vulnerabilities 5 1 4 6 5 9 9 1 0 4 ’

The following steps we followed in our research:

3.1 Step-1: Assessing the Significance of the Trends in

Vulnerabilities Across Software Applications

We used the Equation (1) [18] to measure the

likelihood of vulnerability in a specific year.

count (v, y) S

2ve Vcount (v, y) (1)
"This equation tells that the likelihood of a

vulnerability (vi) in a specific year (y) is equal to

counting the frequency of that vulnerability in a year

and then dividing it by the total amount of the entire

Likelihood (v, y) =

vulnerabilities in that year".

Where vii €V and V is a set of the entire
vulnerabilities types in a given year. We continued
this process and measured the likelihood of all
vulnerabilities in each year from 2006-2016. In order
to measure that either there exists any significant
differences in the likelihood of vulnerabilities types
across different years, we applied the Chi-Square test
from [19]. The test was also used to measure whether
the trend of vulnerabilities over a period of time is
rising or declining. The same test was used by the
other studies in software engineering [44-48].

3.2 Step-2: Measuring the Significance of the Trends of
Vulnerabilities of some popular OSS Applications:

"To measure the likelihood of vulnerabilities in an
OSS application over a period of time, we used the

QN
5

https://sesjournal.com

Likelihood (o, V,y)

_count (og, V, y) 5

~ YoeOcount(o, V, y) @)
"Where oi represents an OSS application for
which we measured the likelihood of vulnerability in
a particular year y, V is a set of all vulnerabilities in
an application through a given year y, and O is a set
of all applications through a given year y". "Equation
(2) tells that measuring the likelihood of vulnerability
of an application is that counting the
occurrences of all vulnerabilities in an application
during a year and dividing it by total number of
occurrences of all

such

vulnerabilities in all the
applications in a particular year". Through the help
of such equation, we measured the likelihood of
vulnerabilities in fifteen OSS applications. After then
we again applied the Chi-Square test to measure that
either there exists any significant differences in these
OSS applications or not.

3.3 Step-3: Determining recurrent N-Itemset to measure
frequent patterns in an OSS Applications:

To extract patterns of various vulnerabilities, we used
N-Itemset pattern Apriori Algorithm from [49]. This
algorithm is used to mine chronological patterns of
vulnerabilities from a sequence of vulnerabilities by
sliding a window of a given length. Through the use
of such algorithm, we mined the N-Itemset pattern of
vulnerabilities of each OSS application across each
year. Let's take a look on the working process of this

Y T S W 7=y~ ——~ -
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sequence of K vulnerabilities occurring consecutively
within an OSS application in a year. And we using
length 4-Itemset pattern of vulnerabilities for this
OSS application in that year such as: {Oy, O, ...... ,
O4}, {0y, Os, ......, Os}, {Os, Oy, ......0¢}...... {Oks, Ok
2 e Ox}. Further, In order to better mine the
recurrent pattern of vulnerabilities in the selected
OSS applications, we are using 2, 3 and 4-Itemset
pattern of vulnerabilities for OSS applications across
each year. The selection of N-Itemset are dependent
on the data sets and the determination of the user.

For example, {Denial of services, Code execution,
Overflow, Code execution, Overflow} are the various
types of vulnerabilities that occur in a sequence on
an OSS application. The 2-Itemset pattern from this
sequence can be made as: {(Denial of services, Code
execution), (Code execution, Overflow), (Overflow,
Code execution) and (Code execution, Overflow)}.
The last pattern, "Code execution, Overflow" could
occurs twice in this sequence and we need to extract
only this pattern. We further need to sum the
frequencies of unique pattern occurred in the OSS
applications. Table 2, presents the final 2-Itemset
pattern along with their frequencies for this example.

Table 2. Example of 2ltemset Pattern of
Vulnerabilities
No. 2-Itemset Pattern Frequency
1. Code execution, Overflow 2
2. Denial of Services, Code execution 1
3 Overflow, Code execution 1

To answer RQ3, we mine the length 2, 3 and 4-
[temset pattern of vulnerabilities for each OSS
application across each year. We also mine the most
frequent recurrent Itemset pattern of vulnerabilities
in the selected OSS application across all years.
Suppose a 4-lItemset {Denial of service, Code
execution, Overflow, Sql Injection} occurred 20
times in one OSS application and 30 times in an
another OSS application across all the years. Then
the total frequency of 4-Itemset occurrences will be
50. The most frequent 4-Itemset of vulnerabilities in
OSS application will be that one which occurred
mostly than the remaining ones. By this way the
measurement of all 2, 3 and 4-Itemset pattern of
vulnerabilities across all OSS applications will turn
the results of RQ3.

3.4 Step4: Using Historical Recurrent N-Itemset to
measure future patterns in an OSS Applications:

For evaluation, validation and accuracy purposes, we

used the machine learning and validation techniques.

In order to predict the future vulnerabilities in OSS
applications, we used the machine learning algorithm
N-Itemset (n-gram) of historical vulnerabilities in
various OSS applications from CWE, CVE and
NVD repositories. For this purpose, we matched the

first little vulnerability in an OSS application with
the historical N-Itemset to predict the recurrent
future vulnerability or pattern. To determine the N
vulnerability in an OSS application from the
historical collection of N-Itemset, we used N-1
vulnerabilities in an OSS application. For the
determination of the second vulnerability in an OSS
application, there was a need to use its first
vulnerability in 2-Itemset. After a match found, we
predicted about the possible
vulnerability in an OSS application. Similarly, for the
determination of the third and fourth vulnerability
in an OSS application, there was a need of first two
vulnerabilities in  3-Itemset and first three
vulnerabilities in 4-Itemset.

To find out the precision and recall, there

next recurrent

was a need to split our data into training and testing
set as mentioned in [18]. Fig. 2, gives the concept for
the recall and precision procedures. In pattern
and  binary
classification, precision(also called positive predictive

recognition, information retrieval
value) is the fraction of relevant instances among the
instances, while (also  known
as sensitivity) is the fraction of relevant instances that

have been retrieved over the total amount of relevant

retrieved recall
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instances. Both precision and recall are therefore
based on an understanding and measure of relevance.

Training set was used for the calculation of
N-Itemset pattern whereas the test case was used for
the calculation of precision and recall values of each
pattern. The experimentation was performed in two
phases such that in the first phase, the training set
data was taken from 2006-2011 and from 2012-2016.

For the second phase, the training set data was taken

from 2013-2014 whereas the testing set data was
taken from 2015-2016. Further detail about the
experimentation is coming next in section III. In
order to find out the precision and recall fraction of
patterns of vulnerabilities in OSS applications, we
used the following two equations from [18].

Number of patterns retrieved from the training set that also exist in the test set

Precision =

Total number of patterns retrieved from the training set

(3)

Number of patterns retrieved from the training set that also exist in the test set

Recall =

(4)

Total number of relevant patterns in the test set

Relewvant Patterns

False Negalive
(@]

True Negalives

<>
O )
(] L) (]
<
True Positives False Positives
-
o - = o
‘) -
') (=]
L]
O (=] e =3
Selected Patterns
How many selected How many relevant
patterns are relevant? patterns are selected?
Precision — ——_ Recall — —

FIG. 2. CONCEPT OF PRECISION AND RECALL

4. Results and Analysis
As discussed earlier and shown in Table 1, a total
number of 88,477 vulnerabilities were found in all
software applications from January 2006 to October
2016. Through these vulnerabilities, it was also be
noted that there were 8749 vulnerabilities of whose
types were not declared and, therefore, we excluded
them in our analysis.

The remaining vulnerabilities (79,728) are
analyzed in the next subsections:
4.1 Analysis of the Trend of Software Vulnerability Rising
or Declining over a Period of Time
The CVE and NVD repositories categorized the
vulnerabilities in thirteen major types which are
presented in Table 3. At this stage, once again we
used the Equation (1) for the analysis of likelihood of
these various types of vulnerabilities extracted from

2006-2016. In Table 3, "V" represents these various

types of vulnerabilities such that V1 means Denial of
Services, V2 means Code Execution and so forth.
Table 3, also gives the detail about the frequency of
these vulnerabilities across each and every year. This
was helpful for us to determine the pre-dominant
type of vulnerability occurred over a period of time.
Through this data, we also concluded that if a
vulnerability which occurs repeatedly across many
years without any significant change may enhance
the chance of attack from the attackers to damage a
software application. For example, the frequency of
Denial of services (V1) was 10% in 2006 which
gradually rises in the next years and reached to 25%
in 2016. Typically, we found that V1 was the most
critical vulnerability type faced in all software
applications.
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Table 3. Likelihood of Vulnerabilities (in percentage) from 2006-2016

Likelihood/Percentage of each Vulnerability by Year

Vulnerability

N | Types slslglelglzs|e|g| ]2z

S | S S S o o o o o o o
o~ o~ o o~ o~ (o o~ o~ (o] (o] o~

Denial of

V1 Services (DoS) 10 |12 |10 11 | 14 20 20 23 17 21 25

V2 | Code Execution |31 |27 |24 23 |22 22 21 19 16 21 18

V3 | Overflow 8 10 |8 7 19 13 12 14 9 12 16

v4 | Memory 1|t 1t |24 J6 |6 |6 |4 |9 |9
Corruption

V5 | SQL Injection 11 |7 12 10 | 7 5 3 3 3 2 1
Cross Side

Vo6 Scripting (XSS) 15 |9 9 9 |8 8 11 10 12 9 5

vy | Directory 4 4 |4 |3 4 2 |2 |z |2 |z |1
Traversal

vg |Hup  Response |y gy g08 [0 ]01 |01 |02 |or |01 |o1 |02
Splitting

V9 | Bypass something | 3 3 3 4 |3 3 5 6 5 7 6

vio| Jan 303 (3 |3 |4 1 5 8 2|9 10
Information

V11 | Gain Privileges 2 3 3 Feccellefe 3 4 4 3 4 7
Cross site request

V12 forgery (CSRF) 02 |1 1 1 1 1 2 2 3 3 1

V13 | File Inclusion 10 |7 2 1 1 0.2 0.2 0.02 [0.02 |0.08 |0.02

This data provided answer to our RQ1: that how the frequency for various types of vulnerabilities over a
frequency of various vulnerabilities were rising or  period of time for this data.
declining over a period of time. Fig 3, shows the
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FIG 3. Selected Vulnerabilities and their Likelihood over a Period of Time

We used the Chi-Square from [19] to further analyze
and to find out any significant difference among the
various types of vulnerabilities. The Table 4 data
presents such difference across each and every year.
We also used Linear-by-Linear association Chi-
Square test for the identification of statistically

significant  difference  among  the  various
vulnerabilities on the bases of each year.
To find out any significant difference

amongst these vulnerabilities, we examined the
following two hypotheses:

Null Hypothesis (Ho): To expose the vulnerabilities,
there exists no significant difference across each year
for a particular vulnerability.

To conclude the above discussion for RQ1, we can
say that there exists sufficient proofs for the

Hypothesis (Hi): To expose the
vulnerabilities, there exists a significant difference
across each year for a particular vulnerability.

We considered Hp for the case when the
value of "p" surpassed 0.05 for a specific vulnerability
or H; otherwise. Table 4 shows that there exists
astounding significant differences amongst maximum
vulnerabilities types across each year. According to
Table IV, ten vulnerabilities V1, V2, V3, V4, V5, V7,
V9, V10, V11 and V13 followed H; which means
that they were not constant over a period of time.
The remaining three vulnerabilities V6, V8 and V12
were found constant at time.

Alternative

likelihood of software vulnerabilities changed
drastically with the passage of time, regardless of

their rise and fall per year.
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Table 4. Significant Difference of Vulnerabilities on the Base of Years

Chi-Square Test (Linear-by-Linear Associations)
No. Vulnerability Types a=0.05

X? Df P
V1 Denial of Services (DoS) 7.938 1 0.005
V2 Code Execution 7.793 1 0.005
V3 Overflow 5.115 1 0.024
V4 Memory Corruption 8.298 1 0.004
V5 Sql Injection 8.143 1 0.004
V6 Cross Side Scripting (XSS) 1.820 1 0.177
V7 Directory Traversal 8.127 1 0.004
V8 Http Response Splitting 0.094 1 0.759
V9 Bypass something 71.456 1 0.006
V10 Gain Information 4.640 1 0.031
V11 Gain Privileges 5.565 1 0.018
V12 Cross site request forgery (CSRF) 2.059 1 0.151
V13 File Inclusion 6.694 1 0.010

4.2 Analysis of the Trend of OSS Applications Vulnerabilities Rising or Declining over a period of Time

As discussed earlier in Section 3.1, where we
analyzed the frequency for the likelihood of all
software applications vulnerabilities across each year,
still does not make public the likelihood inside
individual software applications. In this section, we
analyze the trend of likelihood of vulnerabilities
rising or declining within the fifteen popular OSS
applications across each year. After using Equation (2)
for this analysis, we found some OSS applications
with  more vulnerabilities than other OSS
applications. In Table 5, "OSS" represents an open
source software like OSS1 means Mozilla Firefox,

OSS2 means Google Chrome and so forth. Such
table presents the frequency of likelihood of OSS
applications vulnerabilities across each and every year.
We analyzed the frequency of vulnerabilities of
various OSS application and this was helpful for us
in determining the major types of vulnerabilities
occurred over a period of time in a specific OSS.
Table V results show that, comparing to other open
source software applications, the Mozilla Firefox
(OSS1) has faced the major types of vulnerabilities
during 2006-2009.
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Table 5. Likelihood (in percentage) of some popular OSS Applications sorted from 2006-2016

No Open  Source | Likelihood/Percentage of each Vulnerability by Year

' Software's 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016
OSS1 | Motzilla Firefox | 1.06 | 0.8 | 0.9 1.2 1.2 1.5 2.3 2.2 1 1.8 |2
0OSS2 | Google Chrome | 0 0 0.02 | 0.4 1.8 |4 3 2.5 1.3 1.8 |24
OSS3 | Linux Kernel 1 0.6 |0.7 1 1.4 1.4 1.5 3 1.3 08 |23

Mozilla

OSS4 Thunderbird 0.7 102 |04 |04 |07 1 2 1.7 |06 |03 |0.2
OSS5 | SeaMonkey 0.7 104 |06 |0.5 1 1 2 1.5 |0.5 0.1 0
0OSS6 | MYSQL 0.2 ]0.07 |{0.06 |0.06 |0.08 |0.3 1.7 1.7 1 1 1
OSS7 | Moodle 0.2 |0.03 |0.06 |0.07 |0.1 002 | 1.3 0.7 |05 03 |05
OSS8 | Webkit 0 0.02 |0.01 002 |12 |2 0.1 0 0.03 |0 0.2
OSS9 | Wordpress 02 |04 |03 |O.1 001 |02 |03 |03 |03 0.1 0.3
OSS10 | Adobe Air 0 0.01 |0.01 |0 0.1 0.5 0.7 |07 1 0.1 0
OSS11 | ClamAV 0.1 |02 |02 |0.1 0.1 0.05 | 0.07 |0.03 |0 0.1 0.05
OSS12 | Joomla! 0.01 |0 0 0.04 |0.05 |02 |05 |02 0.1 0.1 0.02
OSS13 | SAMBA 0.02 | 0.1 0.02 | 0.06 | 0.1 0.1 06 |0.1 0.07 {0.02 | 0.2
OSS14 | BIND 0.05 | 0.06 | 0.03 | 0.04 |0.08 |0.1 0.1 0.1 0.03 [ 0.06 | 0.2
OSS15 })/ligir Media 0 0.05 | 0.1 0.02 |0.04 |02 |O0.1 0.1 0.03 | 0.05 |0.02

For the betterment of analysis, we further categorized
the likelihood (percentage) of some popular OSS
applications into three categories as shown in Table
6. In "Category 0-10" we put those OSS applications
whose vulnerability percentage lie between 0-10 in a
particular year. In "Category 11-20" we put those

OSS applications whose vulnerability percentage lie
between 11-20 in a particular year. Similarly, in
"Category 21-30" we put those OSS applications
whose vulnerability percentage lie between 21-30 in a
particular year.

TABLE 6. Categorization of Likelihood of some Popular OSS Applications

Categories Likelihood (%) Value of OSS Applications

0-10 0, 0.02, 0.03, 0.04, 0.05, 0.06, 0.07, 0.08, 0.1, 0.2
11-20 0.3, 04, 0.5,0.6,0.7,0.8, 1, 1.2, 1.3, 1.4

21-30 1.5,1.6,1.7, 1.8, 2,2.2,2.3,2.5,3, 4

Fig 4, shows the frequency for various types of

vulnerabilities in some major OSS applications
disclosed each year. It can be seen that for each OSS

application, there exists ups and downs for various
vulnerabilities as compare to others.
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FIG. 4. Selected Popular OSS Applications and their Likelihood of Vulnerabilities over a Period of Time

We used the Chi-Square from [19] to further analyze
and to find out any significant difference between

the likelihood of an OSS application. The Table 7

presents the significant difference of vulnerabilities

by-Linear association Chi-Square test was used for
the statistically  significant
vulnerability difference among the various OSS
applications on the basis of each year

identification  of

in all OSS application across each year. The Linear-
.Table 7. Significant difference of some Popular OSS Applications Vulnerabilities on the base of years

Chi-Square Test (Linear-by-Linear Associations)
No. OSS Applications a=0.05

X? Df P
OSS1 Morzilla Firefox 121.893 1 0.000
0OSS2 Google Chrome 50.491 1 0.000
OSS3 Linux Kernel 78.186 1 0.000
OSS4 Motzilla Thunderbird .867 1 0.352
0SS5 SeaMonkey 23.862 1 0.000
OSS6 MYSQL 101.154 1 0.000
OSS7 Moodle 54.733 1 0.000
OSS8 Webkit 2.537 1 0.111
0OSS9 Wordpress 1.355 1 0.244
OSS10 Adobe Air 25.787 1 0.000
OSS11 ClamAV 69.333 1 0.000
0OSS12 Joomla! 44.850 1 0.000
OSS13 SAMBA 21.582 1 0.000
OSS14 BIND 82.860 1 0.000
OSS15 VLC Media Player 2.604 1 0.107
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To find out any significant difference among the
likelihood of vulnerabilities in OSS applications, we
examined the following two hypotheses:

Null Hypothesis (Ho): To expose the likelihood of
vulnerabilities in OSS applications, there exists no
significant difference across each year for a particular
vulnerability in OSS application.

Alternative  Hypothesis  (Hi): To expose the
likelihood of wvulnerabilities in OSS applications,
there exists a significant difference across each year
for a particular vulnerability in OSS application.

We considered Ho for the case when the
value of "p" surpassed 0.05 for a specific vulnerability
or H; otherwise.

Table 7 shows that there exists astounding
significant  differences maximum OSS
applications for the likelihood of wvulnerabilities

amongst

across each year.

According to Table 7, eleven OSS
applications such as OSS1, OSS2, OSS3, OSS5,
0OSS6, OSS7, OSS10, OSS11, OSS12, OSS13 and
0OSS14 followed H;, which means that the likelihood

of vulnerabilities in these OSS applications was not

constant over a period of time. The remaining three
OSS applications likewise OSS4, OSS8 and OSS15
were found constant at time.

4.3 Analysis of common Patterns of Vulnerabilities across
different OSS Applications

The Apriori Algorithm was used for the extraction of
N-Itemset pattern of vulnerabilities in all OSS
applications. The detail about the automatically
extraction of sequential patterns are given in section
2.3. Further, we also extracted different length N-
[tmesets of vulnerabilities for each OSS application
and counted the frequency i.e. the number of
Then we added the
N-Itemset, and
frequency of N-Itemset of
vulnerabilities across all OSS applications. Table 8
shows the top 7 most frequently occurred 4-Itemset
pattern of vulnerabilities in the descending order
across top 15 popular OSS applications from 2006 to
2016.

occurrence of each one.

frequency of each individual

determined the

In the

vulnerability.

following tables "V" represents

httos://sesiournal.com

| khan et al, 2025 |

Page 1549


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 3, Issue 9, 2025

Table 8. Frequent 4-Itemset pattern of vulnerabilities in OSS Applications in the period of 2006-2016

Occurrences of 4-Itemset Pattern of Vulnerabilities in the selected Open Source Software's

Pattern
Total
OSS1
0SS2
OSS3
OSS4
0SS5
OSS6
OSS7

OSS8

OSS9

OSS10
OSS11
OSS12
OSS13
OSS14
OSS15

< ¥-Itemset

328168 |1

(@)
(o8}

38 129 |0 0

114 | O 63 0 0 1 0 2

14 |1 0 13 |0 0 0 0

V10

V10

V1,
V4,
V10

V1,
V11,
V4,
V10

V1,
V3,
V4,
V10

The table data proves that the first 4-Itemset pattern
i.e. "V1, V2, V3 and V4" has occurred maximum
time than others with the score of 328 in all OSS
applications.

The pattern  has
maximum time with the score of 114 in OSS8
(Webkit) application and through many other
applications such as OSS1, OSS10, OSS4, OSS5 and
OSS2 applications. The second 4-Itemset pattern of
vulnerabilities which occurred many times was "V1

same also  occurred

V3, V11 and V4" with the total score of 114. Such
pattern occurred 13 times only in OSS3 (Linux
Kernal), but not occurred so many times in other
applications. The occurrence of other remaining 4-
[temset pattern of vulnerabilities was very low in all
OSS applications. Fig. 5 plots the 4-Itemset pattern
of vulnerabilities faced to all OSS applications. Such
Fig. 5 clearly depicts that the graph of "V1, V2, V3

and V4" pattern moves with maximum value.
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FIG. 6.0Occurrences of 3-Itemset Pattern of
Vulnerabilities in the selected OSS Applications

The same process was repeated for frequently
3.Itemset pattern of vulnerabilities by ordering them
in the descending order of their maximum
occurrence in an OSS application. At this stage, the
first 3-Itemset pattern "V1, V2, and V3" has occurred
maximum time with the total score of 511 as shown
in Table IX. Which only occurred 119 and 122 times
in OSS1 (Mozilla Firefox) and OSS8 (Webkit)
respectively. The further occurrences of such pattern
with the highest score were 71 times in OSS4, 57
times in OSS5, 65 times in OSS10 and 21 times in
OSS15.

Fig. 6 plots the 3-ltemset pattern of

vulnerabilities faced to all OSS applications. Such Fig.

6 clearly depicts that the graph of "V1, V2 and V3"
pattern moves with maximum value.

Similarly, the same process was repeated once
again for 2-Itemset pattern of vulnerabilities in all
OSS application as shown in Table 9. Table 9 shows
the list of top 30 most frequently occurred 2-Itemset
pattern of vulnerabilities in the top 15 popular OSS
applications from 2006 to 2016. The 2-Itemset
pattern "V1 and V2" was found maximum with 1187
times occurrence in all OSS applications. The
highest occurrences of such pattern found only in
OSS1 (Morzilla Firefox) application was 376 times,
that Morzilla Firefox faced the highest
probability for the occurrences of this pattern. The

shows
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next highest occurrences of "V1 and V2" pattern of =~ The second maximum 2-Itemset pattern of
vulnerability were 252, 211, 161 and 76 in OSS4, vulnerability was "V2 and V3", occurred 764 in all
0SS5, OSS8 and OSS10 applications, respectively. times in all OSS applications.

Table 9. Frequent 3-Itemset pattern of vulnerabilities in OSS Applications in the period of 2006-2016

Occurrences of 3-Itemset Pattern of Vulnerabilities in the selected Open Source Software's

EG o — ™~ 2 <+ Vo
El gl 2Bl vl ol 2 2!l vl ®
(ORR= 5 70 N N n 78} 78} 70 N N N 0 w0 75 N 78}
Scne |l ] O]l O] O] OO0l 0|00l 0] O | O | O | O | O] O
V1,
V2, |511]119 | 16 22 71 57 1 0 122 10 65 7 0 3 7 21
V3
V1,
V2, 1495|201 |7 1 148 | 123 | 0 0 0 3 11 0 0 0 0 1
V4
V2,
V3, [332]69 10 3 39 30 0 0 114 | O 63 0 0 1 0 3
V4
V1,
V3, |88 17 41 24 2 1 1 0 0 0 0 0 0 2 0 0
V4
V1,

V11, | 7 1 1 3 1 1 0 0 0 0 0 0 0 0 0 0

V1,
Vo, |3 0 0 0 1 2 0 0 0 0 0 0 0 0 0 0
V9

Vi,

V12

Vb6,
V9, |2 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0
V10

V2,
V9, |2 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0
V10

V2,
V3, |2 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1
V9
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V11,
V9, |1 1 0 0 0 0 0 0
V10

V1,
V11, | 1 0 0 1 0 0 0 0
V10

V1,
V6, |1 0 0 0 0 0 0 0
V10

V1,
V5, |1 0 0 0 0 0 0 0
Vo

The highest occurrences of such pattern for Mozilla
Firefox was 187. For other applications such as OSSS,
OSS10, OSS4 and OSS5, the number of occurrences
of such pattern were 128, 122,111 and 98,
respectively.

The third most frequent 2-Itemset pattern of
vulnerability was "V2 and V4", occurred 499 times in
all OSS applications. This pattern showed the
highest number of occurrence such that 201 in OSS1
(Morzilla Firefox), 149 in OSS4 (Mozilla Thunderbird)
and 125 in OSS5 (SeaMonkey) application.

The fourth most frequent 2-Itemset pattern
of vulnerabilities was "V1 and V3" with a total of 454

occurrences in all OSS applications. The further
highest occurrences of such pattern were such that
210 in OSS2 (Google Chrome), 141 in OSS3 (Linux
Kernel) and 55 in OSS1 (Moxzilla Firefox) application.

Some  other  2-Itemset  pattern  of
vulnerabilities such that "V1 and V4", "V3 and V11",
"V9 and V10", "V6 and V9", "V1 and V11", "V2 and
V9", "V3 and V10" and "V2 and V5" showed the
average OSS
applications as shown in Table 10. The rest of 2-

number of occurrences in all

[temset pattern of vulnerabilities showed less number
of occurrence in all OSS applications.

Table 9. Frequent 2-Itemset pattern of vulnerabilities in OSS Applications in the period of 2006-2016
Occurrences of 2-Itemset Pattern of Vulnerabilities in the selected Open Source Software's

éJ £ o — ~ N8 = Vo
£ 38 F Dl B H |||l Bl B D 0 0 w n n )
o=l B O | ||| BB D] DD 70) 76) 76) 79) 79) 79)
Qo = O]l O] O] OO ] OO OO0 @) @) @) @) ©) @)
oy 187|376 |35 |30 252|211 (1 |0 Jiet|o |76 |7 o |4 |7 |2
xg’ 764 | 187 |25 |28 |111]98 |4 0 124 |1 0 122 |13 0 7 13 32
xi’ 499 202 |7 1 149 | 125 |0 0 3 0 11 0 0 0 0 1
x; 454 |55 |210|141 |16 |11 |4 0 1 0 1 3 0 5 3 4
V1, |96 19 |20 |28 [12 |11 |1 0 1 0 0 2 0 0 2 0
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FIG. 7.0Occurrences of 3-Itemset Pattern of
Vulnerabilities in the selected OSS Applications

Fig. 7 plots the 2-lItemset pattern of
vulnerabilities faced to all OSS applications. Such
Figure clearly depicts that the graph of "V1 and V2"
pattern moves with maximum value.

Fig. 7 also shows that such pattern rises

dominantly in OSS1, OSS4, OSS5 and OSS8

applications comparatively to other OSS applications.

Similarly, the graph of "V2 and V3" has astonishing
increase in OSS1, OSS4, OSS5, OSS8 and OSS10

applications comparatively to other OSS applications.

Upon concluding our discussion, we can say that
"Denial Code "Code
Execution and Overflow", "Code Execution, Memory
Corruption" and "Denial of Service and Overflow"

of Service, Execution",

were the most frequently 2-Itemset patterns of
vulnerabilities in our results.

4.4 Analysis of Top most types of Vulnerabilities across
different OSS Applications

Occurrences of 2-ltemsets Pattern of Vulnerabilities in the selected Open Source Software’s

In the previous discussed
different length of patterns of vulnerabilities across
all OSS applications. However, OSS
applications may have not faced the 4, 3 and 2-
[temset pattern of vulnerabilities but still faced a
single type of vulnerability from successive years. In
this section, we identified that which type of
vulnerability, not a vulnerability pattern, has the
maximum occurrence in a specific OSS application.
We found out a total of 10,058 vulnerabilities faced
to the selected 15 OSS applications from 2006-2016
as shown in Table XI. We found 'V1' .i.e. Denial of
Services with the highest frequency of 3764 across all
OSS applications. This was the unique vulnerability
faced each OSS applications. The
maximum occurrence of such vulnerability was 973
in a single OSS3 (Linux Kernel) application. The
same vulnerability reoccurred in almost all OSS
applications.

sections, we

some

to almost
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Another predominant type of vulnerability
was V2 (Code Execution) which occurred 1944 times
OSS  applications.  Such type of
vulnerability almost occurred in all these OSS
applications but one step down than VI. Table 11
shows that the maximum occurrences of V2 for
OSS1 (Mozilla Firefox) was 623. The other

occurrences of such vulnerability were 393, 357, 167,

across  all

OSS15 applications, respectively. Importantly, it can
also be noticed from Table 11 results that V3
(Overflow) was found with the highest ranked total
occurrences of 1288 across all OSS applications. Also,
its highest occurrence for OSS1 (Mozilla Firefox) was
found 253. The other occurrences of V3 were 238
and 205 in OSS2 (Google Chrome) and OSS3

(Linux Kernel) applications, respectively.

143 and 42 in OSS4, OSS5, OSS8, OSS10 and
Table 9. List of Vulnerabilities by Types across all the OSS Applications

Open Occurrences of Vulnerabilities in the selected Open Source Software's

souree -y Iva [va o [va | vs ve |vr|vs [ve |vio |vir [viz |vi3 | 1ol
Software's

OSS1 640 623 [253 [309 |0 |96 |9 1 135 | 98 31 8 0 2203
OSS2 837 |71 238 | 78 0O |40 |8 0 129 | 60 5 3 0 1469
0OSS3 973 |40 205 | 78 0 |0 2 0 62 |207 | 158 |0 0 1725
OSS4 353 1393 [ 135 [203 |0 [49 |2 1 60 |45 21 3 0 1265
0SS5 307 | 357 | 111 |168 |0 60 |5 1 71 | 47 10 5 0 1142
OSS6 42 9 10 2 6 1 1 0 10 |3 3 0 0 87
OSS7 97 11 0 0 9 61 |1 1 46 | 67 4 18 1 316
OSS8 186 |167 |126 |118 |0 14 |1 0 11 | 14 0 0 0 637
0OSS9 52 26 0 0 15 |78 |7 0 26 |25 1 12 1 243
0OSS10 88 143 | 123 | 74 0 |5 0 0 26 |9 1 2 0 471
OSS11 50 17 19 2 0 |0 1 0 11 |1 0 0 0 101
OSS12 22 13 0 0 134 NOM4 R 6 18 0 1 0 97
0OSS13 27 15 13 3 0 ly 1 0 6 6 3 2 0 17
OSS14 49 17 19 2 0 1 0 11 |1 0 0 0 100
OSS15 41 42 36 4 0 1 0 0 1 0 0 0 0 125
Total 3764 | 1944 | 1288 | 1041 |43 | 430 |39 |4 | 611 | 601 |237 |54 2 10058

V4 (Memory Corruption) was the next astonishing vulnerability faced to the selected OSS applications with
total occurrences of 1041 across all OSS applications. Its highest occurrences values were 309, 203, 168, 118
and 74 in OSS1, OSS4, OSS5 and OSS8 applications, respectively.

It has been identified that V6, V9 and V10 occurred almost maximum time in the selected OSS
applications. There were some vulnerabilities likewise V5, V7, V8, V11, V12 and V13, whose occurrences were
seen very less often in all OSS applications.

Fig. 8 plots the entire vulnerabilities faced by all OSS applications. The graph of V1 has astonishing
increase in OSS1, OSS2, OSS3, OSS4, OSS5 and OSS8 applications comparatively to other OSS applications.
Likewise, the graph of V2 (Code Execution) has unforeseen raise in OSS1, OSS4, OSS5, OSS8 and OSS10
applications comparatively to other OSS applications. In order to provide answer to RQ 4, we summarize our
discussion and say that "Denial of Services", "Code Execution", "Overflow", "Memory Corruption", "Bypass
Something" and "Gain Information" were the most frequently types of vulnerabilities faced to the OSS
applications.
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FIG. 8.Frequent 1-Gram Pattern across all the selected OSSs

4.5 Analysis of Prediction of Recurring Pattern of
Vulnerability in OSS Applications

To predict the next possible recur vulnerability or
vulnerability pattern in future, we are going to
highlight the use of N-Itemset pattern of historically
vulnerabilities in some OSS applications in this
section. From the experimental results, the same
predictions were determined for some popular OSS
applications such as, Mozilla Firefox, Google
Chrome, Linux Kernel, Mozilla Thunderbird and
SeaMonkey. Typically, the selection was based on the
maximum occurrences of vulnerabilities to these
OSS applications.

To highlight the process for clarity, suppose
we considered an OSS application with the denial of
service vulnerability recently been exposed in it and
perform the historical collection of 2-Itemset pattern
of vulnerabilities. Similarly,
considered an OSS application
discovered with the denial of services along with code
execution vulnerabilities, and performed the
historical of 3-ltemset pattern of
vulnerabilities. We searched for all those 3-Itemset

suppose we
recently been

collection

pattern whose first and second vulnerabilities were
denial of service and memory execution, and used
the third following vulnerability to predict the next
possible recur vulnerability to that OSS application.
We prolonged this tendency for upper N-Itemset by
discovering the match of N-1 vulnerabilities in a
collection of N-Itemset patterns to guess the nth
possible recur vulnerability in future to a particular
OSS application.

We carried out an information retrieval
experiment to measure the prediction of N-Itemset
pattern of the next possible vulnerability to an OSS
application. Then we divided our data sets of N-
[temset pattern of vulnerabilities into training and
testing sets as explained in Section 2.4. In order to
bring accuracy in the results, we performed our
experiment in two phases. For the first phase, the
training set data was taken from 2006-2011 and from
2012-2016. For the second phase, the training set
data was taken from 2013 to 2014 whereas the
testing set data was taken from 2015-2016.The main
objective behind the two phases of the experiment
was such that to test the predication power with
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older and innovative data. We carried out these
phases of experiment for single vulnerability and
three types of N-Itemset i.e. 2-Itemset, 3-Itemset and
4-Itemset pattern of vulnerabilities in the selected
five OSS applications.

We used for evaluation the N-1 vulnerability
order from N-Itemset in the test set data to search for
the next possible vulnerability from the N-Itemset in
the training set data. We then concluded that how
many N-Itemset patterns that initiate N-1
vulnerability in the test set data are really there in the
retrieved list of patterns in the training set data, and
counting it by means of the precision and recall
procedures (Section 2.4). Tables12-13 shows the
results of the experiment by using various
combinations of training and testing sets data. Table
12 presents the precision and recall for the
prediction of the next possible vulnerability or
vulnerabilities pattern in Mozilla Firefox, Google
Chrome, Linux Kernel, Mozilla Thunderbird and
SeaMonkey OSS applications. It means that the
vulnerabilities in these OSS applications have been
predicted using prior vulnerabilities in these
applications. In order to measure the predication of
possible vulnerability or vulnerability pattern recur to
these applications, the data set from 2006-2011 was
used as a training set whereas the data set from 2012
to 2016 was used as a testing set as shown in Table
12. Next, a search for a single possible vulnerability,
2-Itemset, 3-Itemset and 4-ltemset pattern of
vulnerabilities recur in future was performed to these
5 OSS applications. From Table 12, we can see that a
single vulnerability like V1 or V6 in Mozilla Firefox

has almost the same precision and recall in both the
training and testing data sets. The search for 2-
[temset (say "V1 and V3", "V1 and V2") and 3-
[temset (say V1, V2 and V4", and "V1, V2 and V3)
pattern of vulnerabilities, gives almost the same
precision and recall in both data sets. In such table,
we can see 50% precision and 5% recall for V1, 50%
precision and 10% recall for V6, 100% precision and
33% recall for "V1 and V3", 68% precision and 10%
recall for "V1 and V2",26% precision and 90% recall
for "V1, V2 and V4", 80% precision and 20% recall
for "V1, V2, and V3" which tells about the recur of

them only in Mozilla Firefox.

Similarly, in Google chrome, the precision of
vulnerability V1 was 54% whereas its recall was
100%, gives recur of V1 in future with these values.
Similar was the case for the 2-Itemset pattern of
vulnerabilities "V1 and V3", with 64% precision and
11% recall, gives the detail about the future recur of
such pattern of vulnerabilities to this application. In
this way, we evaluated the whole table data and
finally plotted the results as shown in Fig 9. Here, we
can see that the precision and recall values goes high
when searched for the subsequent vulnerability,
based on a single vulnerability or 2-Itemset pattern of
vulnerability,
reduces with higher N-Itemset when used to look up
for the next possible vulnerability. This was the
reason that the number of sequential (ordered)

performed. However, these values

collections of vulnerabilities gives similar results to
that of pattern searched.

Table 12. Prediction of Recurring Pattern of Vulnerability in OSS Applications, with Training-Set "2006-2011"

and Testing-Set "2012-2016"

Open Source e Training Set (2006-2011) Testing Set (2012-2016)
, Vulnerabilities Pattern — —

Software's Precision Recall Precision Recall

V1 0.47 0.30 0.50 0.05

Vo6 0.57 0.21 0.50 0.10

. . V1, V3 1 0.33 1 0.04

Mozilla Firefox 177" 0.60 0.26 0.68 0.10

V1, V2, V4 0.28 0.61 0.26 0.90

V1, V2, V3 1 0.13 0.80 0.20
https://sesjournal.com | khan etal, 2025 | Page 1558


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 3, Issue 9, 2025

V1 0.49 1 0.54 1
Google Chrome 157773 0.54 0.21 0.64 0.11
V1 0.50 1 0.43 0.96
Linux Kernel V10 0.8 0.13 0.51 0.27
V1, V3 0.8 0.17 0.84 0.10
V1, V11 1 0.10 1 0.50
V2 0.54 0.61 0.48 0.43
Mosilla V6 0.40 0.20 0.62 0.37
. V2,V3 0.68 0.33 0.68 0.10
Thunderbird
V1, V2, V4 0.34 1 0.38 1
V1,V2, V3, V4 0.68 0.14 0.59 0.30
Vo9 0.83 0.36 0.68 0.24
Vi1 0.60 0.25 1 0.20
SeaMonkey V6 0.55 0.30 0.64 0.53
V2,V3 0.71 0.24 1. 0.11
V1, V2, V4 0.3 0.69 0.39 0.93

To predict the next possible vulnerability in the top 5
popular OSS applications, once again we performed
the similar experimentation process for the single
vulnerability and for various N-Itemset pattern of
vulnerabilities. This time, we considered the data
from 2013-2014 as a training set, whereas, the data
from 2015-2016 as a testing set as shown in Table 13.
The reason behind such setup was to know 'what
type of vulnerability’ mostly reoccurring from the last
4 years.

Moreover, training older data has reduced
the recall of predicting patterns
nevertheless can still predict the incidence of
identified vulnerabilities with high precision.

Table 13 shows that a single vulnerability V2
has maximum occurrence of 30% precision and 56%
recall in next possible vulnerability which may recur
to Mozilla Firefox. Similarly, the search for the 2-
[temset pattern of vulnerabilities "V1 and V2"
showed 30% precision and 56% recall for the next
possible recur 2-Itemset pattern of vulnerabilities in
Morzilla Firefox.

The search for the 3-Itemset pattern of
"V1 V2 and V4" showed 30%

innovative

vulnerabilities

precision and 84% recall for the next possible recur
3.Itemset pattern of vulnerabilities for this
application. The only 4-Itemset pattern "V, V2, V3
and V4" which showed 30% precision with 100%
recall for the next possible recur 4-Itemset pattern of
vulnerabilities in Mozilla Firefox. In Google Chrome,
the vulnerability V1 noted with 50% precision and
100% recall which tells recur of V1 in future to this
application. Other vulnerabilities likewise V1 and V9
in Linux Kernel noted with precision of 48% and
100% whereas the recall values for them noted with
100% and 16%, respectively. In Mozilla Thunderbird,
the V1 was noted with astonishing values of 100%
for both precision and recall which means that it may
recur with this ratio in future. Similarly, the 4-
[temset pattern of vulnerability "V1, V2, V3 and V4"
was noted with 100% values both for precision and
recall, gives the 100% recur of such pattern in future
to this application.

Likewise, the vulnerability "V2" and 3-Itemset
pattern "V1, V2 and V4" were noted with 100%

precision and recall values in SeaMonkey application.
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Table 13. Prediction of Recurring Pattern of
Vulnerability in OSS Applications, with Training-Set
"2013-2014" and Testing-Set "2015-2016

Open Source . Training Set (2013-2014) Testing Set (2015-2016)
, Vulnerabilities Pattern — —
Software's Precision Recall Precision Recall
V2 1 0.25 0.30 0.56
V9 1 0.07 0.42 0.28
V1, V2 1 0.25 0.30 0.56
. . V1, V3 1 0.33 0.25 0.39
Mozilla Firefox 157 573 1 0.09 0.50 0.17
V1, V2, V4 0.3 1 0.30 0.84
V1,V2,V3 0.75 0.20 0.60 0.20
V1,V2,V3, V4 1 0.25 0.30 0.56
V1 0.58 1 0.50 1
Google Chrome | V9 1 0.10 0.61 0.37
V1,V3 0.58 0.28 0.56 0.28
V1 0.44 0.92 0.48 1
Linux Kernel V9 1 0.07 1 0.16
V10 0.48 0.44 0.40 0.24
V11 1 0.25 1 1
Mozilla V1,V2,V3 0.80 0.29 1 0.33
Thunderbird V1, V2, V4 0.35 0.95 0.35 1
V1,V2,V3, V4 1 0.11 1 1
V2 0.64 0.60 1 1
SeaMonkey V1, V2, V4 0.36 1 1 1

5. Limitation of the Study

In this section, threats of validity to the research
are presented. The construct validity threat may
possibly be present due to the selection of
attributes from CWE, CVE and NVD. In order to
tackle the definite research questions, the study
extremely focuses on the vulnerability types and
vulnerabilities patter in Open Source Software
applications.

However, there exists a lot of attributes
such as CVSS score report and distribution,
CWE-ds, Vendors, Software Versions, Vendor
CVSS scores, Product CVSS scores and other
various  types of  software's  vulnerability
information excluded from the study. Further, we
plan to include them in future studies in the same
field. Another threat towards the validity of the
study is such that the datasets are publicly
obtainable and could be mimic easily. More often,

every vulnerability corresponds to a probable
molest through an exploit but we were like tacit
during the study which means that there exist a
conclusion threat to validity.

These were the threats that may influence
the statistical conclusions. However, there exists
theoretical possibilities that molests exists for each
vulnerability reported in the mentioned
repositories, but the real exploits capacity does not
exist for some vulnerabilities in these repositories.

Though, this risk is diminished by the
information ~ that maximum  vulnerabilities
comprise probable exploits. However, we

alleviated this threat by using standard statistical
test like a Chi-Square test for these purposes.

The possible threat to internal validity
due to the need of available
information concerning the vulnerabilities types.
In such cases, we ignored these vulnerabilities

might rise
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types, and it might have distorted the figures of
our analysis. However, these cases are uncommon
and do not have an effect on our results.

The threat to external validity may rise due to the
quantity of vulnerabilities chosen from the CWE,
CVE and NVD repositories. For analysis, we
selected specific amount of 79,728 vulnerabilities

from 2006 to 2016. However, the

amount of vulnerabilities were chosen from well

selected

known public repositories.

6. Conclusion and Future Work

Nowadays, lot of innovative technologies
developed and several security mechanisms were
introduced, but still new software attacks are
rising and enduring to spoil the security of
software systems. So, in this paper, we mined the
and  different  patterns  of
vulnerabilities of OSS applications in order to
assists the OSS vendor organizations to acquire
decisions about vulnerabilities occurrence.

vulnerabilities

Table 1 shows the data we retrieved from
CWE, CVE, and NVD archives concerning
different types of vulnerabilities in software
applications from 2006 to the 8th of October
2016. A total of 88,477 wvulnerabilities were
software programmes.
Furthermore, we discovered that there were 8749
vulnerabilities for which the vulnerability category
was not specified, thus these
vulnerabilities from our research. We further
analyzed the remaining 79,728 vulnerabilities.
The CVE and NVD repositories categories the
vulnerabilities into thirteen major types as
presented in Table 3. We used Equation (1) for
the analysis of the likelihood of these different
types of vulnerabilities form 2006-2016.According
to Table 3, the Denial of services (V1) is the most
critical type of vulnerability faced to all software
applications according to our results. V2 (Code

discovered across all

we excluded

execution) vulnerability also creates critical

problems to all software applications in all years,

V13 are almost falls each year. To finding some
significance difference between the likelihood of
the types of vulnerabilities, we use the Chi-Square
test [44]. Table 4 presents the significance
difference of all vulnerabilities across each year. In
order to answer for RQI, we determine that
presently there are sufficient proofs that the
likelihood of software vulnerabilities has changed
drastically with the passage of time regardless of
their rise and fall in each year.

In Section 4.1, we analyzed the trend of
likelihood of vulnerabilities whether rising or
declining within fifteen popular OSS applications
across each year. We used Equation (2) for
this analysis and also analyzed that some OSS
applications could have more vulnerabilities than
other OSS applications. From Table 5, we
conclude that Mozilla Firefox (OSS1) has faced
the ‘most types of vulnerability in 2006, 2007,
2008 and 2009 by comparing to other OSS
applications in these years. We further noted that
Google Chrome has not faced any vulnerability in
2006 and 2007, but faced the most critical type of
vulnerabilities in 2011 which scored the
maximum vulnerabilities faced to all software
applications according to our results. In 2016
Google Chrome had faced the most type of
other OSS
applications. From overall results we noted that
the top five OSS applications faced any type of
vulnerability in every year. The other remaining
OSS application also faced vulnerabilities across

vulnerabilities as compared to

each but not so much as compare to the first five.
Further, we also concluded from this section that
the vulnerabilities faced to these applications
rising from 2008 to 2013, but in 2014-2015 these
application gained control on all vulnerabilities.
In 2016, again all OSS applications faced huge

but it slightly falls down and stops at 18% in 2016.  among of vulnerabilities except Mozilla
Some vulnerability such as, V5, V7, V8, V12 and Thunderbird.  We  used  Linear-by-Linear
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association Chi-Square test for the identification
of statistically significant vulnerability difference
among the various OSS applications on the base
of each year in Table 7. Table 7 shows that in our
analysis maximum OSS applications have the
significant likelihood  of
vulnerabilities. These results shows that the rise
and fall in the likelihood of OSS applications
vulnerabilities in each year is presently by
possibility and the software vulnerabilities are
sustained to be exploited in related likelihood. In
order to get conclusion from this section and
answering for RQ2, we determine that presently is
sufficient proofs that the likelihood of OSS
applications vulnerabilities has changed drastically
with the passage of time regardless of their rise
and fall in each year.

In Section 4.3, we used Apriori Algorithm
for the extraction of N-Itemsets pattern of
vulnerabilities in all OSS applications. We
extracted 7 different 4-Itemsets pattern of
vulnerabilities. Overall, we can conclude that
"Denial of Service, Code Execution, Overflow and
Memory Corruption" is the most high 4-Itemsets
frequent pattern of vulnerabilities facade to the
selected OSS application. We also identified 15
frequently 3-Itemsets pattern of vulnerabilities
in all OSS
applications. Generally, we can conclude that
"Denial of Service, Code Execution, and
Overflow", "Denial of Services, Code Execution
and Memory Corruption” and "Code Execution,
Overflow and Memory Corruption" are the most
high 3-Itemsets frequent pattern of vulnerabilities

differences  of

and their maximum occurrence

in our results. Similarly, we also extracted 30 most
frequently 2-Itemsets pattern of vulnerabilities in
all OSS applications as shown in Table 10. On
the whole, we can conclude that "Denial of
Service, Code Execution", "Code Execution and
Overflow", "Code
Corruption" and "Denial of Service and Overflow"
are the most high 2-Itemsets frequent pattern of

Execution, Memory

vulnerabilities in our results. The conclusion of
Section 4.3 gives the answer to RQ3.

In Section 4.4, we identified that which
type of vulnerability has the maximum occurrence
in a specific OSS application. We find out a total
of 10,058 vulnerabilities faced to the selected 15
OSS application over the period of 2006-2016 as
shown in Table 11. In Table 11 DOS (Denial of
Services) has the highest frequency of 3764 across
all OSS applications. Another predominant type
of vulnerability in our results is the V2 (Code
Execution), which has occurrence of 1944 across
all OSS applications. Table 11, also represents a
leading vulnerability such as V3 (Overflow), which
1288 oSS
applications. V4 (Memory Corruption) is another
astonishing vulnerabilities facade to the selected
OSS applications, which has occurrence of 1041
across all OSS applications. We identified that V6,
V9 and V10 has almost a maximum occurrence in
the selected OSS applications. There are some
vulnerability such as V5, V7, V8, V11, V12 and
V13 which has very less occurrence in all OSS
applications. Overall, we can conclude from
section 4.4 that "Denial of Services", "Code
Execution", "Overflow", "Memory Corruption",
"Bypass Something" and "Gain Information" are
the most top types of vulnerabilities facade to the
OSS applications and obviously this is the answer
of our RQ4.

In Section 4.5, we discussed the use of N-
[temsets pattern of historically vulnerabilities in
some OSS applications to predict the next
possible vulnerability or vulnerability
pattern in future to these OSS applications. We
divided our data sets of N-Itemsets pattern of

has occurrence of across all

recur

vulnerabilities into training and testing sets as
explained in Section III. In order to get accurate
results, we carried out two experiments on our
collection. Initially, we use the N-Itemsets pattern
of vulnerabilities from 2006-2011 as training set
data and N-Itemsets pattern of wvulnerabilities
from 2012-2016 as testing set data. The main
objective behind these experiments was that to
test the predication power with older and
innovative data. We carried out these experiments
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for single vulnerability and three types of N-
[temsets: 2-Itemset, and 4-Itemsets
pattern of vulnerabilities in the selected five OSS
applications. We conclude that the precision
and recall are high when we are searching for the
subsequently vulnerability based on a single
vulnerability or 2-Itemsets pattern of vulnerability.
However, the precision and recall measures values
reduce when higher N-Itemsets are used to look
for next possible vulnerability. This is for the
reason that the number of sequential (ordered)
collections of vulnerabilities similar to the pattern
searched. We again carried out the similar
experimentation on single vulnerability and
different N-Itemsets pattern of vulnerabilities to
predict the next possible vulnerability in top 5
popular OSS applications. Moreover, training
older data have reduced the recall of predicting
innovative patterns nevertheless can still predict
the incidence of identified vulnerabilities with

3-Itemsets

high precision and obviously it is the answer of
RQ5.

Using all our study questions' responses
the OSS application vendor organizations can
improve the security of their systems. In future,
we are planning to analyze the other attributes of
CVE, CWE and NVD repositories. We also
planning to develop an open source software
vulnerability  detection  model,
automatically detected the vulnerabilities.
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