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Abstract 
The primary objective of an Intrusion Anomaly Detection System (IADS) is to 
identify and notify users of suspicious network or system activities that deviate 
from normal behaviour and may indicate cybersecurity attacks. Cyber threats 
have become increasingly sophisticated with the rapid growth of IoT and 
network technologies,, highlighting the need for effective Machine Learning 
(ML)-based intrusion detection techniques. This study evaluates and compares 
the performance of classification algorithms for anomaly detection in IADS. A 
Kaggle dataset containing 42 features and 25,192 instances of normal and 
attack traffic was used, with 75% of the data allocated for training and 25% 
for testing. Feature selection and Fuzzy C-Means (FCM) clustering were 
applied before classification using Support Vector Machine Linear (SVML), 
Multi-Layer Perceptron (MLP), and Stochastic Gradient Descent (SGD) 
algorithms. The proposed hybrid models achieved classification accuracies of 
99.74% with SVML, 99.53% with MLP, and 98.87% with SGD, 
outperforming existing approaches. The findings demonstrate that integrating 
FCM with supervised ML algorithms significantly enhances intrusion 
detection performance and provides an effective framework for developing 
accurate and reliable cybersecurity applications capable of adapting to 
evolving cyber threats. 
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1 Introduction 
Machine learning and artificial intelligence, 
particularly deep learning, have become 
powerful approaches for solving complex 
problems by learning patterns from large 
datasets without explicit programming. In 
software development, these techniques play 
an important role in predicting defects before 
deployment, helping organizations improve 
project planning, optimize resources, estimate 
maintenance efforts, and maintain software 
quality [1] [2] [3]. Machine Learning & AI 
approaches, including ANN, SVM, and K-
Nearest Neighbor Algorithms, are widely used 
for risk management, prediction, and 
classification in improving accuracy while 
optimizing time, cost, and resources across 
multiple domains [4]–[7]. The growing role of 
Machine Learning and Deep Learning is being 
observed in solving complex prediction and 
classification problems across various domains. 
The techniques such as K-Means Clustering, 
Multi-Layer Perceptrons (MLPs), Decision 
Trees (DT), and Naïve Bayes (NB) have been 
widely applied in areas like COVID-19 
detection, software defect prediction, 
sentiment analysis, and student performance 
evaluation [1]–[3], [8]–[11]. Machine Learning 
and Deep Learning techniques, including 
PCA, data mining, Fuzzy Logic, Logistic 
Regression (LR), Decision Trees (DT), and 
Naïve Bayes (NB) are also evaluated to 
compare their effectiveness in detecting 
banking fraud anomalies and improving fraud 
detection accuracy [12]. The internet has 
become an essential part of modern life, 
providing global connectivity, economic 
growth, and easy access to information. 
However, the rapid growth of internet usage 
and emerging technologies has also increased 
cybercrime risks, making cybersecurity a major 
concern for protecting personal and 
organizational data [13]. The growing reliance 
on digital services such as mobile banking, e-
commerce, and social networks has made 
cybersecurity essential for protecting private 
and sensitive data. As cyber threats continue to 
rise, strengthening data networks, enforcing 
cyber laws, and increasing public awareness are 
crucial for ensuring economic stability, 
national security, and safe online 

communication [14]. Machine Learning (ML) 
has become an important approach for 
identifying cyber-attacks on infrastructure and 
devices, using datasets like KDDCUP99 and 
algorithms such as Decision Tree (DT), 
Gradient Boost (GB), Naïve Bayes (NB), and 
Random Forest (RF) to build effective 
intrusion detection systems. Cybersecurity and 
network security have become essential for 
protecting sensitive data and ensuring secure 
communication with the increasing 
importance of connectivity in modern life  
[15]–[19]. 
The increasing adoption of online banking, e-
commerce, and other digital services has 
heightened the importance of cybersecurity, as 
users require secure and reliable platforms to 
protect sensitive financial and personal 
information [20]–[22]. Customer satisfaction 
in commercial banking is strongly influenced 
by service quality, staff commitment, and a 
secure banking environment, highlighting the 
importance of reliable digital banking systems 
[23], [24]. The adoption of e-commerce 
increased significantly during the COVID-19 
pandemic, with users' purchase intentions 
being influenced by perceived control, external 
pressure, and social norms, highlighting the 
growing reliance on secure digital platforms 
[25].Intrusion detection system was initially 
created by J. P. Anderson in 1980 which 
sparked intrusion detection interests [26]. 
Current intrusion detection systems (IDSs) still 
face challenges in improving detection 
accuracy, reducing false alarms, and identifying 
unknown attacks, leading researchers to 
explore advanced Machine Learning (ML) and 
Deep Learning (DL) approaches for enhancing 
anomaly-based intrusion detection. [27]-[28]. 
An Intrusion Anomaly Detection System 
(IDAS) plays a critical role in network security 
by monitoring and analyzing activities to 
identify potential threats. However, existing 
systems often suffer from high false alarm rates 
and limitations in detecting new attack 
patterns, which has encouraged the 
development of more accurate hybrid models 
combining Fuzzy C-Means (FCM) with 
machine learning algorithms such as SVM, 
SGD, and MLP for improved intrusion 
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detection [29]–[33]. The rapid growth of 
technology and IoT networks has increased 
security challenges, motivating researchers to 
develop advanced methods for detecting and 
preventing cyberattacks [34]. Cybersecurity and 
Intrusion Anomaly Detection Systems (IADS) 
are critical challenges in IoT environments, 
where inadequate security measures can expose 
interconnected devices to various cyberattacks. 
As IoT adoption continues to grow, users often 
prioritize its benefits over privacy concerns. 
Machine Learning (ML) and Deep Learning 
(DL) techniques, particularly classification and 
clustering methods, have significantly 
improved anomaly detection in IoT systems. 
Since the introduction of IADS as a generic 
intrusion detection framework by Denning, 
researchers have continuously developed 
automated intrusion detection techniques to 
address the increasing number of Internet-
connected devices, which exceeded 26 billion 
worldwide, an upsurge in both the diversity 
and volume of cybersecurity threats is expected 
[35].  
The main objectives of this research are a) To 
analyze and compare the performance of 
different machine learning algorithms for IoT 
intrusion anomaly detection and develop a 
hybrid clustering-classification framework; b) 
To integrate Fuzzy C-Means (FCM) clustering 
with supervised machine learning algorithms 
(SVML, MLP, and SGD) to improve intrusion 
detection performance and c) To evaluate the 

proposed hybrid framework using standard 
performance metrics, including accuracy, 
precision, recall, and F1-score, and compare its 
performance with existing approaches. The 
investigation of unsupervised and supervised 
learning approaches is done to discover IADS, 
with the implementation of FCM and 
prediction techniques using SVML, MPL and 
Stochastic Gradient Descent (SGD) 
algorithms. This research implements 
unsupervised and supervised ML algorithms 
combination. Utilizing these approaches in 
classification techniques, clustering, and linear 
regression. The mentioned algorithms have 
achieved a justified accuracy. 
 
2 LITERATURE REVIEW 
Machine learning is a scientific discipline that 
explores the study and development of 
mathematical algorithms that can construct 
functional relationships between quantities on 
the basis of known information and rules [36]. 
Machine learning tasks are mainly divided into 
classification, regression, and clustering which 
are depicted in Figure 1. Classification predicts 
categorical outputs by assigning data into 
predefined classes, regression predicts 
continuous numerical values, and clustering 
groups similar data points into clusters without 
predefined labels. These techniques are widely 
used for prediction, pattern recognition, and 
decision-making across various domains [36], 
[37]

.  

 
Figure 1: Machine Learning source: [38] 
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Classification is a supervised machine learning 
technique that assigns structured and labeled 
data to predefined categories based on shared 
characteristics. Common classification 
algorithms include Naïve Bayes (NB), Linear 
Classifier, and Logistic Regression. Figure 2 
illustrates the classification techniques used in 
various applications. Linear and non-linear 
regression algorithms used in unsupervised as 
well as supervised methods, accordingly. due to 
the different types of relationships between the 

dependent and independent variables in 
different regression models. It carries out 
regression tasks. As shown in Figure 3, 
regression models utilize both structured and 
unstructured data to predict continuous 
outcomes through linear and non-linear 
techniques. Clustering, one of the most widely 
used unsupervised learning methods, groups 
similar data based on inherent patterns to 
uncover hidden structures within datasets. The 
clustering process is illustrated in Figure 4

. 

 
Figure 2: Overview of Classification source: [39] 

 
Figure 3: Overview of Linear regression &non-liner regression Models source: [40], [41] 
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Figure 4: Clustering source: [42] [43] 

 
Kalhoro et al. (2019) found that customer 
satisfaction in commercial banking depends on 
secure, reliable, and high-quality banking 
services, emphasizing the need for robust 
cybersecurity mechanisms to maintain customer 
trust in digital financial transactions [23], [24]. 
Ali et al. (2021) reviewed the challenges of 
online banking from the customers' perspective, 
highlighting the importance of secure electronic 
transactions and user awareness [20]. Gul et. al. 
(2021) further investigated the infrastructural 
challenges of e-banking, emphasizing that secure 
and reliable digital infrastructures are essential 
for improving customer trust and ensuring safe 
online financial services [21], [22]. Junejo et al. 
(2023) demonstrated that the rapid growth of e-
commerce has increased users' dependence on 
digital platforms, emphasizing the need for 
secure online transactions and effective 
cybersecurity mechanisms to maintain user 
confidence [25]. The widespread adoption of 
online banking and e-commerce has increased 
the demand for secure and reliable digital 
services. Ensuring transaction security, 
infrastructure reliability, and customer trust has 
become essential for maintaining confidence in 
digital platforms and protecting sensitive 
financial information [20]–[25]. 
Several types of research conducted have used 
different ML approaches for enhancing the 
accuracy and efficiency of detection systems 
helping in securing the network security. Now 
artificial intelligence techniques are employed 

for finding the IOT assaults more reliably. The 
difference in assault routes is also recognized by 
artificial intelligence. A problem for security 
solutions in dealing with IoT attacks was that 
attackers made minute changes to prior 
breaches that safety measures failed to detect. By 
investigating network data, researchers and 
developers use the power of artificial 
intelligence (AI) to prevent any threats to the 
IoT ecosystem [44], [45]. Machine and deep 
learning are increasingly being used in security 
solutions to sense these types of attacks 
powerfully. DL is such AI advancements that is 
used to manage complex nonlinear data in a 
variety of real-world applications. To identify 
botnet assaults via IoT devices, DRNN (Deep 
Recurrent Neural Network) is employed [46], 
[47]. Zaman et al. (2021) conducted a 
comprehensive comparative study on Relational 
and Non-Relational DBMS, focusing on SQL 
and NoSQL databases. Their research evaluated 
key performance metrics such as speed, 
efficiency, loading, response, and retrieval times 
by applying AI and ML techniques, including K-
Means, KNN, and SVM, to assess the overall 
effectiveness of both database systems [11]. 
Khan et al. (2022) emphasized the important 
role of simulations in providing a controlled 
environment to evaluate the performance of 
selected algorithms under different conditions. 
Their study aimed to develop more accurate 
models and highlight the strengths of AI and 
ML techniques in comparing SQL and NoSQL 
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databases in terms of speed, efficiency, and 
overall performance, offering practical insights 
for optimized database selection [48], [9]. Khan 
et al. (2023) conducted a comprehensive 
performance analysis of various ML and DL 
techniques, including PCA, data mining, Fuzzy 
Logic, LR, DT, and NB, for detecting anomalies 
in credit card fraud. Their study aimed to 
compare these techniques to improve fraud 
detection accuracy and evaluate their 
effectiveness using performance metrics such as 
accuracy, precision, recall, and F1-score [12]. 
Nonetheless, while the dataset in this paper is 
extensively used in the security related cyber 
sector, it is not a viable option for the IoT 
situations [49]. In this research paper, the 
authors proposed improved cyber-attacks 
prediction and execution method used Neural 
network (NN), RF, NB, DT, GB and Multilayer 
perceptron algorithm and compared another 
ML algorithm [50]. The goal of this study 
conducted by the researchers was to assess the 
effectiveness of several ML algorithms in order 
to precisely forecast cyberattacks and 
abnormalities on Internet of Things (IoT) 
devices [51]. The results are that RF has 
recorded the best results and its techniques are 
ANN, DT, LR, RF, and SVM. In this research 
paper, authors reported about the Detection of 
Anomaly in Internet of Things devices [52]. The 
results of the merger between RF and DT 
provided best results and the techniques used in 
it are DT, SVM, NN, and RF. The authors 
suggested functionality difficulties with machine 
learning for identifying abnormalities in 
Internet of Things devices in this research [53]. 
The Random Forest algorithm attained the 
optimal results and the methods used are SVM, 
RF, NB, and DT. The stated identification of 
unusual behaviours that may indicate the 
presence of cyberattacks is made in study [54]. 
The result is that the RF achieves the optimum 
outcome. The techniques LR, SVM, RF, KNN, 
and XGBoost (XGB). Li et al. (2020) mentioned 
that despite the application of ML techniques, 
consistent and reliable results have not yet been 
achieved, indicating the need for further 
refinement of these approaches [55]. In this 
research paper, [56] the recommended anomaly 
detections and attack uses UNSW-NB 15 
dataset in IoT devices. The result is that AD-IoT 

is successful in reaching well results and the 
algorithm used is RF. In this research paper, 
authors proposed the IADS for IoT Botnet 
through the use of their selected dataset [57]. 
The results are these three ML classifiers 
performed well and the methods used are LR, 
SVM and RF. In this research paper, the 
authors  proposed for the improvement of 
through IoT security by using ML with BoT-IoT 
dataset. RF and CNN have demonstrated the 
highest levels of accuracy, recording superior 
results in comparison to other techniques & 
models [58]. Hassan et al. (2023) examined the 
performance of SC using ML by integrating K-
Means with LR, RF, and DT algorithms. The 
findings showed that K-Means + LR achieved 
the highest accuracy of 99.98%, followed by K-
Means + RF at 99.906% and K-Means + DT at 
99.83%, highlighting the effectiveness of hybrid 
models in enhancing classification accuracy [3]. 
Shaikh et al. (2023) investigated ML techniques 
for SDP using MMS by integrating K-Means 
with SVM, RF, and MLP algorithms. The 
findings revealed that K-Means + MLP achieved 
the highest accuracy of 99.67%, followed by K-
Means + SVM at 99.19% and K-Means + RF at 
97.76%, demonstrating the effectiveness of 
hybrid models in improving software defect 
prediction [1]. Baig et al. (2023) investigated the 
effectiveness of ML and DL techniques in 
predicting student success in HEIs. These 
algorithms were evaluated individually and in 
combination, the study demonstrated their 
potential to enhance academic performance 
prediction and support effective educational 
decision-making [8]. The enhancement of IoT 
security by the testing of various ML techniques 
on the IoT dataset was put forward in this study 
[59]. When employing KNN algorithms 
correctly, their findings are accurate. The 
techniques used are GNB, LR, GRU, Simple 
RNN, CNN, CNN-LTSM, AdaBoost, RF, 
KNN, DT, DNN and LSTM. In their research 
paper, Rani and Kaushal mentioned that the 
purpose is to Strengthen the Intrusion 
Detection System (IDS) by enhancing its 
security and accuracy [60]. The results are a 
proposed simulation with less time detection 
and algorithms employed are KNN, NB, DT, 
Logistics Regression (LR) and RF. In this 
research paper, [61] proposed anomaly 
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detections and attack is using the IoT-23 dataset 
in IoT devices. The RF algorithm has obtained 
favourable results and the techniques used were 
AdaBoost, NB, RF, SVM, and MLP. Siddiqui et 
al. (2023) investigated both supervised and 
unsupervised ML approaches by integrating K-
Means clustering with MLP, DT, and NB to 
improve COVID-19 case detection. Their 
findings demonstrated high accuracy, 
highlighting the effectiveness of hybrid learning 
models. Similarly, the integration of FCM with 
SVML, MLP, and SGD further emphasizes the 
potential of combining clustering and 
classification techniques for accurate IADS 
detection [2].  Al-Janabi et al. (2021) reviewed 

the application of ML classifiers, including NN, 
NB, DT, and SVM, for Intrusion Detection 
Systems (IDS). The study highlighted that 
integrating these classifiers with optimization 
algorithms, such as GA, PSO, JAYA, and 
TLBO, significantly improves intrusion 
detection performance, while emphasizing the 
need for advanced optimization techniques to 
detect emerging cyberattacks more effectively 
[35]. The challenges of IDS are illustrated in 
Figure 5, encompassing issues such as false 
alarm rates, low detection rates, imbalanced 
datasets, and response times, among others, 
which researchers confront 

 
Figure 5: Intrusion detection system (IDS) challenges source:  [35] 

 
3 Proposed Hybrid Methodology 
The proposed hybrid methodology for the 
Intrusion Anomaly Detection System (IADS) 
consists of a sequence of data processing and 
machine learning steps. Initially, the dataset 
was obtained from Kaggle and subjected to 
feature extraction using CountVectorizer and 
TF-IDF Transformer to convert textual data 
into numerical representations suitable for 
machine learning. The extracted features were 
then pre-processed through MinMax 
normalization to ensure a consistent feature 
scale and improve model performance. 
Subsequently, Fuzzy C-Means (FCM) clustering 
was applied to group similar data instances 
before splitting the dataset into 75% training 
and 25% testing sets. Finally, three supervised 
machine learning algorithms, namely Support 
Vector Machine (SVM), Multi-Layer 
Perceptron (MLP), and Stochastic Gradient 
Descent (SGD), were trained and evaluated to 
develop the proposed intrusion anomaly 
detection model. The overall workflow of the 
proposed framework is illustrated in Figure 6. 

The flowchart shows the steps involved in data 
preparation, starting with retrieving data from 
the database. Next, the data is pre-processed 
using techniques such as normalization and 
standardization. Cleaning methods are applied 
to the data before moving on to clustering and 
classification. The processed data undergoes a 
division, allocating 75% for training purposes 
and reserving the remaining 25% for testing, 
ensuring the validation of the model. The 
intended technique is categorised into two 
categories: 1) Classification of data and 2) Pre-
processing. This study proposes a hybrid 
Intrusion Detection System (IDS) that 
integrates the unsupervised Fuzzy C-Means 
(FCM) clustering algorithm with supervised 
machine learning algorithms, including SVML, 
MLP, and SGD, to improve intrusion 
detection performance. The proposed 
framework enhances classification accuracy, 
precision, recall, and F1-score by combining 
clustering and classification techniques, 
demonstrating its effectiveness in developing 
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accurate and reliable Intrusion Anomaly Detection Systems (IADS). 

 
Figure 6: Proposed Hybrid Algorithms Steps in IADS Prediction source: [authors] 
 

4 Data Collection and Analysis 
Preprocessing is done at the first stage. Data 
cleaning and clustering are done during pre-
processing to produce meaningful data. To do 
this, we study two widely used techniques, such 
as the Fuzzy C-Means clustering mentioned 
below, before continuing the data processing in 
the classification stage. Performance analysis is 
conducted after preprocessing. Python is a 
language for high-level scripting that is mainly 
utilised for programming and ML methods, as 
well as website building and database 
management. The Anaconda Navigator -> 
Jupyter Notebook GUI framework was used. 
We used Python to link datasets and perform 
Fuzzy C-Means, SVML, MPL and SGD 
algorithms. The dataset is for IADS and 
prediction based on anomaly and not-anomaly. 
This dataset has forty-two columns and 25192 
rows. We executed distinct programmes, the 
initial one of which made use of FCM and 

SVML techniques, the second of which used the 
Multi-layer Perceptron (MPL) and Fuzzy C-
Means and Stochastic Gradient Descent (SGD) 
methods, and they were all based on an 
identical dataset. All of these programmes are 
active on the PC. The PC is set up as per the 
following computer's configuration i.e. Intel (R) 
Core (TM) 2nd Generation i5-2520M CPU @ 
2.50 GHz; four Gigabytes of Random Access 
Memory; Sixty-Four Bit OS is used; he use of 
Windows 10 is being done and Five hundred 
Gigabytes of Hard disk. The dataset used in this 
study was obtained from Kaggle, a widely used 
platform that provides diverse machine learning 
and Intrusion Anomaly Detection System 
(IADS) datasets for model development and 
evaluation [32]. According to Mahesh (2019), 
the dataset consists of network traffic logs 
collected from an intrusion detection 
environment, containing records of both 
normal and malicious activities [62]. Table 1 
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summarizes the dataset attributes used in this study.  
 

Table 1: Characteristics and Properties of dataset for IADS 
Characteristics  Properties  
Duration Duration of the connection's time length 
Protocol Type The protocol utilized for establishing the connection 
Service Utilization of network service in the intended location 
Flag The status of the connection can be either Normal or Error.  

Src Bytes The amount of data bytes transferred from the source to the 
destination in a single connection.  

Dst Bytes The amount of data bytes transferred from the destination to the 
source in a single connection.  

Land If the source and destination IP addresses and port numbers are the 
same, this variable will have a value of 1, otherwise 0.  

Wrong Fragment The total number of incorrect fragments in this connection.  

Urgent The number of urgent packets in this connection, which are packets 
with the urgent bit activated.  

Hot The number of "hot" indicators in the content, such as entering a 
system directory, creating programs, and executing programs.  

Num Failed Logins  The count of failed login attempts.  
Logged In Login status: 1 if successfully logged in, 0 otherwise.  
Num Compromised The number of compromised conditions.  
Root Shell 1 if a root shell is obtained, 0 otherwise.  
Su Attempted 1 if the "su root" command is attempted or used, 0 otherwise.  

Num Root   The number of root accesses or operations performed as a root in 
the connection.  

Num File Creations The number of file creation operations in the connection.  
Num Shells The number of shell prompts.  
Num Access Files Num The number of operations on access control files.  
Out Bound Cmds The number of outbound commands in an FTP session.  
Is Host Login   1 if the login belongs to the hot list (root or admin), 0 otherwise.  
Is Guest Login 1 if the login is a guest login, 0 otherwise.  

Count 20. The number of connections to the same destination host as the 
current connection in the past two seconds.  

Srv Count The number of connections to the same service (port number) as the 
current connection in the past two seconds.  

Serror Rate The percentage of connections that have activated flag (4) s0, s1, s2, 
or s3, among the connections aggregated in count (23).  

 
SrvSerror Rate  

The percentage of connections that have activated flag (4) s0, s1, s2, 
or s3, among the connections aggregated in srv_count (24).  

Rerror Rate  The percentage of connections that have activated flag (4) REJ, 
among the connections aggregated in count (23).  

SrvRerror Rate  The percentage of connections that have activated flag (4) REJ, 
among the connections aggregated in srv_count (24).  

Same Srv Rate  The percentage of connections that were to the same service, among 
the connections aggregated in count (23).  

Diff Srv Rate The percentage of connections that were to different services, among 
the connections aggregated in count (23).  

Srv Diff Host Rate  The percentage of connections that were to different destination 
machines, among the connections aggregated in srv_count (24).  
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Dst Host Count The number of connections having the same destination host IP 
address.  

Dst Host Srv Count The number of connections having the same port number.  

Dst Host Same Srv Rate The percentage of connections that were to the same service, among 
the connections aggregated in dst_host_count (32).  

Dst Host Diff Srv Rate The percentage of connections that were to different services, among 
the connections aggregated in dst_host_count (32).  

Dst Host Same Src Port 
Rate  

The percentage of connections that were to the same source port, 
among the connections aggregated in dst_host_srv_count (33).  

Dst Host Srv Diff Host Rate
  

The percentage of connections that were to different destination 
machines, among the connections aggregated in dst_host_srv_count 
(33).  

Dst Host Serror Rate  The percentage of connections that have activated flag (4) s0, s1, s2, 
or s3, among the connections aggregated in dst_host_count (32).  

Dst Host SrvSerror Rate
  

The percentage of connections that have activated flag (4) s0, s1, s2, 
or s3, among the connections aggregated in dst_host_srv_count (33).  

Dst Host Rerror Rate The percentage of connections that have activated flag (4) REJ, 
among the connections aggregated in dst_host_count (32).  

Dst Host SrvRerror Rate The percentage of connections that have activated flag (4) REJ, 
among the connections aggregated in dst_host_srv_count (33).  

Class There are two categories, Normal and Anomaly 
The data were extracted, pre-processed, normalized, and standardized before analysis, and the resulting 
cleaned dataset is presented in Table 2. Figure 7 illustrates the data distribution before applying the Fuzzy 
C-Means (FCM) clustering algorithm. 

 
Table 2: Pre-processed Dataset for Intrusion Anomaly Detection System (IADS) 

42-Dimension 
array ([[0.51039486, 0.12881077, 0.69730558, ..., 0.44025789, 0.16069479, 0.30717637], 

[0.28271386, 0.34506365, 0.70704749, ..., 0.21096795, 0.59344125, 0.27483909], 
[0.00308106, 0.19737148, 0.41659779, ..., 0.78916116, 0.42972058, 0.19074031], ..., 

[0.51224572, 0.62340683, 0.0649827, ..., 0.06133845, 0.5267819, 0.62225094], 
[0.49793266, 0.37651359, 0.09456641, ..., 0.73468306, 0.38691353, 0.09189262], 
[0.18193005, 0.65208151, 0.25372843, ..., 0.03408319, 0.43460346, 0.65381383]]) 

 
Figure 7: Mixed Data Chat Intrusion Anomaly Detection System (IADS) 
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4.1 Fuzzy C-Means Clustering (FCM) Algorithm 
Clustering is one of the most widely used unsupervised learning techniques for grouping similar data into 
meaningful clusters across various applications. Fuzzy C-Means (FCM) is a soft clustering algorithm that 
assigns each data point a membership value indicating its degree of belonging to multiple clusters. The 
algorithm generates a membership matrix that represents the strength of association between data samples 
and clusters, enabling effective analysis of complex datasets [63]–[69]. The approach uses a clustering 
technique based on centroid values, the FCM algorithm, and a 42-dimensional dataset. The participation of 
each data point with respect to each centroid is determined based on the distance between them. We used 
the below mentioned formula. 

µ𝒊𝒋 = 𝟏/ ∑(𝒅𝒊𝒋/ 𝒅𝒊𝒌)
(𝟐/𝒎−𝟏)

𝒄

𝒌=𝟏

 

𝐯𝒋 = (∑(µ𝒊𝒋)𝒎

𝒏

𝒊=𝟏

𝒙𝒊) / (∑(µ𝒊𝒋)𝒎

𝒏

𝒊=𝟏

) , ∀𝒋 = 𝟏, 𝟐, 𝟑, … 𝒄  

In the provided notation:, 
• n' represents the number of data points. 
• 'vj' identifies the jth cluster center. 
• The fuzziness parameter 'm' is expressed as m ∈ [1, ∞]. 
• 'c' denotes the number of cluster centers. 
• 'µij' signifies the membership relationship between the ith data point and the jth cluster center. 
• 'dij' represents the Euclidean distance between the ith data point and the jth cluster center. 
The fuzzy c-means strategy's main goal is to lower the Euclidean distance shown below: 

𝑱(𝑼, 𝑽) = ∑ ∑(µ𝒊𝒋)𝒎

𝒄

𝒋=𝟏

𝒏

𝒊=𝟏

||𝒙𝒊 − 𝒗𝒋||𝟐 

The calculation of the distance between the ith data point and jth cluster centre is denoted by '||xi – vj||', 
which is known as the Euclidean distance. Various mathematical functions, such as Euclidean, Manhattan, 
and Hamming distances, are utilised in algorithms for classification purposes. Several methods based on 
these functions include. 

Euclidean √∑(𝒙𝒊 − 𝒚𝒊)𝟐

𝒌

𝒊=𝟏

 

Manhattan ∑ |𝐱𝐢 − 𝐲𝐢|

𝐤

𝐢=𝟏

 

Minkowski (∑(|𝐱𝐢 − 𝐲𝐢|)𝐪

𝐤

𝐢=𝟏

) 𝟏/𝐪 

Fuzzy C-Means Clustering (FCM) methodology steps: 
Let X = {x1, x2, x3..., xn} represent a set of data points and V = {v1, v2, v3..., vc} represent a set of centers.  
1. Randomly select 'c' cluster centroids 
2. O uses the following formula to calculate the fuzzy participation 'µij': 

µ𝒊𝒋 = 𝟏/ ∑(𝒅𝒊𝒋/ 𝒅𝒊𝒌)
(𝟐/𝒎−𝟏)

𝒄

𝒌=𝟏

 

3. Compute the fuzzy centroids 'vj' as follows: 

𝐯𝒋 = (∑(µ𝒊𝒋)𝒎

𝒏

𝒊=𝟏

𝒙𝒊) / (∑(µ𝒊𝒋)𝒎

𝒏

𝒊=𝟏

) , ∀𝒋 = 𝟏, 𝟐, 𝟑, … 𝒄 

4. Continue with step two and three till the least 'J' value or ||U(k+1) - U(k)|| is obtained. 
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4.1 The process of recurrence is denoted with the letter 'k'. 
4.2 'β is the completion criterion among [0, 1]. 
4.3 'U = (ij) n*c' is a clearly stated fuzzy relationship matrix. 
4.4 The impartiality function is symbolised with the letter 'J'.  
The dataset for IoT and Network devices and clusters includes the Intrusion Anomaly Detection System 
(IADS), which is a 43-dimensional dataset consisting of features related to intrusion anomaly detection and 
a target property cluster number (refer to Table 3&4). The FCM Clustering centroid value is briefly defined 
below, while Figure 8 illustrates the structured data obtained after the conversion of the unstructured 
dataset, displaying two clusters (red and green) with their respective centroid values marked by a yellow star 
(*). The sum of squared error line chart determined by FCM is presented in Figure 9. 
The Fuzzy C-Means Clustering Centroid Values are mentioned in table 3. 
 
Table 3: Fuzzy C-Means Clustering Centroid Values 

array ([[0.41111278, 0.4175823, 0.40520431, 0.40963772, 0.39659291, 0.41348441, 0.40628412, 
0.40544409, 0.39563059, 0.37751328, 0.41382182, 0.4100243, 0.41324586, 0.41414008, 0.40064532, 

0.3909693, 0.3908696, 0.39887343, 0.39959413, 0.39575394, 0.40374983, 0.41479982, 0.41584309, 
0.42187425, 0.41248654, 0.38908152, 0.40787647, 0.40884044, 0.39829041, 0.38619826, 0.39859172, 
0.41156369, 0.37779919, 0.41189327, 0.39313236, 0.39755094, 0.40555183, 0.39280392, 0.41006084, 
0.41166285, 0.3986973, 0.4219502], 
[0.41111278, 0.4175823 , 0.40520431, 0.40963772, 0.39659291, 0.41348441, 0.40628412, 0.40544409, 
0.39563059, 0.37751328, 0.41382182, 0.4100243 , 0.41324586, 0.41414008, 0.40064532, 0.39096931, 
0.3908696 , 0.39887343, 0.39959413, 0.39575394, 0.40374983, 0.41479982, 0.4158431 , 0.42187425, 
0.41248654, 0.38908152, 0.40787647, 0.40884044, 0.39829041, 0.38619826, 0.39859172, 0.41156369, 
0.3777992 , 0.41189327, 0.39313236, 0.39755094, 0.40555183, 0.39280392, 0.41006084, 0.41166285, 
0.3986973 , 0.4219502 ]]) 

 
Table 4: Fuzzy C-Means Two Clusters Pre-processed Intrusion Anomaly Detection System (IADS) 

Dataset 

43-Dimension 
array ([[0.51039486, 0.12881077, 0.69730558, ..., 0.44025789, 0.16069479, 0.30717637, 1], 
       [0.28271386, 0.34506365, 0.70704749, ..., 0.21096795, 0.59344125, 0.27483909, 1], 
       [0.00308106, 0.19737148, 0.41659779, ..., 0.78916116, 0.42972058, 0.19074031, 0], ..., 
       [0.51224572, 0.62340683, 0.0649827, ..., 0.06133845, 0.5267819, 0.62225094, 1], 
       [0.49793266, 0.37651359, 0.09456641, ..., 0.73468306, 0.38691353, 0.09189262, 1], 
       [0.18193005, 0.65208151, 0.25372843, ..., 0.03408319, 0.43460346, 0.65381383, 1]]) 

 
Figure 8: Fuzzy C-Means Two Clusters 
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Precision, recall, and f-measure are used to compare the performance of CFD employing both clustering 
algorithms.  

 
Figure 9: Fuzzy C-Means Sum of Squared Error Line Chart 

 
The amount of divergence from basic systems is used to generate a worry value, and the action is then 
classified as valid, suspicious, or unlawful.  
Classification is a supervised machine learning technique that uses labeled training data to learn patterns 
and classify new instances into predefined categories. It establishes decision boundaries based on input 
features to enable accurate prediction and classification. In this study, SVML, MLP, and SGD classifiers 
were evaluated to identify the best-performing model for intrusion anomaly detection. 
 
4.2 Support Vector Machine Linear (SVML) Algorithm 
An approach to supervised learning is the Support Vector Machine Linear (SVML). For regression and 
classification, utilise the SVML approach. This algorithm is employed in the supervised approach, and it 
functions as a partition. For example, the X and Y components of a graph are both mixed classes. Now that 
we have separated 2 groups, specialists would make a distinction between them. Numerous functions, are 
employed with SVML. The X1, X2 components, as well as the different classes parabolic and circular, are 
separated by a decision boundary support vector, and the two closest data points to the distance measure 
are referred to as the support vector. Some mathematical classification and regression functions utilised in 
the (SVM) technique are briefly described. Linear & Non-linear SVM, and Kernel function are the three 
types of SVM. These are the functions listed below: 

 
The key steps of Support Vector Machine Linear (SVML) algorithm works are as follows: 
1. Describe the appropriate separating hyper-planes to maximize the margins. 
2. Enhancing the over-definition using non-linearly different issues contains a phrase of 
consequence for misinterpretation. 
3. Operation data to high-dimensional storage, in which it is better to understand surface areas 
with immediate selection, and restructure the certifiable data as per this disk space. 
4. Finish. 
The Confusion matrix is a widely used metric in classification problem-solving.   It can be utilized for both 
binary and multiclass classifications.   The evaluation of the IADS is typically determined by analysing the 
Confusion matrix.    
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• The True Positive Rate (TPR) evaluates the correlation between the identified & total attacks. 
When all intrusions are accurately detected, the TPR is 1, which is highly uncommon for an Intrusion 
Detection System (IDS). Additionally, the TPR is also referred to as the DR and is defined as:   

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞 𝐑𝐚𝐭𝐞 (𝐓𝐏𝐑)  =
𝐓𝐏

(𝐓𝐏 + 𝐅𝐍)
 1 

• FPR determines how many normal cases are incorrectly identified as attacks in comparison to 
the total number of normal cases.   The calculation of FPR is as follows:   

𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞 𝐑𝐚𝐭𝐞 (𝐅𝐏𝐑)  =
𝐅𝐏

(𝐅𝐏 + 𝐓𝐍)
 2 

• FNR indicates that the IDS failed to identify the intrusion and instead labeled it as normal.   
The calculation for FNR is as follows:   

𝐅𝐚𝐥𝐬𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞 𝐑𝐚𝐭𝐞 (𝐅𝐍𝐑)  =
𝐅𝐍

(𝐅𝐍 + 𝐓𝐏)
 3 

 
The Support Vector Machine Linear (SVML) model prediction true and predicted label shows the result of 
that SVML model confusion matrix Figure 10. 

 
Figure 10: Confusion Matrix Support Vector Machine Linear (SVML) Algorithm 

 
The confusion matrix has an explanation [[“A”, “B”][“C”, “D”]] as of this publication, while 
• “A” denotes the number of accurately expected instances that are negative. 
• “B” represents number of incorrect predicted positive instance, 
• “C” is the number of incorrect estimations that a particular case is negative 
• “D” is the total amount of right guesses in a positive occurrence. 

 

 
Figure 11: Model Accuracy Support Vector Machine Linear (SVML) Algorithm 
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Figure 12: Model Loss Support Vector Machine Linear (SVML) Algorithm 

 
In our study, we evaluated our model using the Support Vector Machine Linear (SVML) Algorithm and 
considered its accurateness and failure concepts. This approach helps to get better the accuracy of the 
approximate forecasting method and ensures that the Intrusion Anomaly Detection System (IADS) 
prediction patterns are frequently met. Figure 11-12 illustrates the importance of model accuracy and loss. 
Specifically, the Support Vector Machine Linear (SVML) model achieved a train data accuracy of 0.999 and 
a test data accuracy of 0.998, as shown in Figure 11. Meanwhile, the Logistic Regression Algorithm yielded 
a train data loss of 0.023 and a test data loss of 0.022, as shown in Figure 12. 

 
4.3 Multi-Layer Perceptrons (MLP) Algorithm 
Multi-Layer Perceptrons (MLP) is a supervised neural network algorithm consisting of an input layer, one or 
more hidden layers, and an output layer. The hidden layers enable MLP to learn complex, non-linear 
relationships and approximate continuous functions, making it effective for classification and prediction 
tasks [70], [71]. In this study, the MLP classifier was employed to develop and evaluate the proposed 
Intrusion Anomaly Detection System (IADS). These represent a few of these methods: 

 
The MLP algorithm main steps exertion as follows: 
1. The MLP learns facts by computing partial derivatives of input recordings and variables that 
emerge among the hidden and input layers. In the buried layer, the sample distribution yields a value. 
Unlike an activation function, however, we do not increase its value.  
2. In each estimated layer, MLP incorporates activation functions. There are several processing 
methods to consider, including the sigmoid, rectified linear units, and the tanh processes. To transmit the 
result of measurement to the visible layer, any of these methods is employed. 
3. Extraction of the partial derivatives with the needed values should be done once the activation 
function has produced the desired result at the hidden layer, and these derivatives should then be sent to 
another layer inside the Multi-Layer Perceptron. 
4. Repeat steps 2 and 3 above until you obtain the result. 
5. The approximations will be utilized in the final stage to obtain outcomes either for a feed-
forward approach that aligns with the activation techniques picked solely for the MLP (in the context of 
training data), or a choice derived from the findings (in the case of testing data). 
6. Finish. 
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The MLP prediction involves labeling the past data values and forecasting the value of the new data. In the 
process of training, efforts are made to align the predictions with the labels. The results of this process are 
illustrated in Figure 13, which displays the confusion matrix of the MLP. 

 
Figure 13: Confusion MLP Algorithm 

 
Presuming that the Multi-Layer Perceptron (MLP) model is suitable for this context, the utilization of a 
confusion matrix facilitated the computation of the predicted labels for our detection and prediction. 

 

 
Figure 14:  Model Accuracy MLP Algorithm 

 
Figure 15: Model Loss Multi-Layer Perceptron’s (MLP) Algorithm 
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In the Multi-Layer Perceptron’s (MLPs) Algorithm Figure 14, the train data was 0.998 and the data tested 
was 0.999 in the Accuracy Model. In the Multi-Layer Perceptron’s (MLPs) Algorithm Figure 15, the train 
data was 0.023 and the data tested was 0.022 in the above figures. 

 
4.4 Stochastic Gradient Descent (SGD) Algorithm 
Stochastic Gradient Descent (SGD) is an optimization algorithm that iteratively updates model parameters 
using individual training samples to minimize an objective function. Its incremental learning approach 
makes it computationally efficient for large-scale datasets and suitable for training linear models such as 
Support Vector Machines (SVM) and Logistic Regression. In this study, SGD was employed as one of the 
classification algorithms for intrusion anomaly detection [72]–[76]. The mathematical expression of the 
algorithm is given below: 

Stochastic Gradient Descent (SGD) theorem 
formula 𝑤: = 𝑤 − 𝜂𝛻𝑄𝑖(𝑤) 

The fundamental phases in how the Stochastic Gradient Descent (SGD) approach performs are as follows:  
1. Determine the gradient of the main method about each constraint/ characteristic. In many 
other respects, estimate the gradients of the method. 
2. Choose a random starting value for the parameters. (To explain, inside the parabolic scenario, 
distinguish “y” about “x”. If we had any other characteristics, such as x1, x2, and so on, we would compute 
the approximate value of "y" about each one of them). 
3. Recalculate the gradients method by changing the model parameters. 
4. Determine the iterative methods for every characteristic using the formula: sampling rates = 
gradients * training rates. 
5. Establish the following new variables: new parameters = old parameters -step length. 
6. Steps were repeated 3 to 5 there until the gradientwas almost zero. 
7. Finish. 
On our above dataset, we perform the SGD method and tag the prior values of the data. When we used the 
Stochastic Gradient Descent (SGD) approach to attempt to ensure our predictions suit the categories 
during preparations Figure 16 depicts the outcome of that matrix. The best thing about this confusion 
matrix is that it doesn’t mislead the outcome. 

 
Figure 16 Confusion SGD Algorithm 
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Figure17 Model Accuracy SGD Algorithm 

 

 
Figure 18 Model Loss SGD Algorithm 

 
In the SGD Algorithm Figure 17, the train data was 0.987 and the data in the trial was 0.985 in the Model 
Accuracy. In the SGD Algorithm Figure 18, the train data was 0.022 and the data tested was 0.020 in the 
Model Loss. 
• Classification rate (CR) or Accuracy refers to the overall accuracy of the (IDS) in classifying 
normal activities and intrusion attacks.   It is determined by calculating the correct classification rate.   

𝐀𝐜𝐜𝐮𝐫𝐚𝐜𝐲 =
𝐓𝐏 + 𝐓𝐍

(𝐓𝐏 + 𝐓𝐍 + 𝐅𝐏 + 𝐅𝐍)
 4 

• Precision (P) is calculated as the ratio of the number of true positive (TP) instances to the total 
number of true positive (TP) and false positive (FP) instances.   

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 =
𝐓𝐏

(𝐓𝐏 + 𝐅𝐏)
 𝐱 𝟏𝟎𝟎 % 5 

• Recall (R) denotes the proportion of all appropriate outcomes accurately categorized, which is 
calculated by dividing the number of true positives (TP) by the total sum of true positives and false negatives 
(FN) instances.   

𝐑𝐞𝐜𝐚𝐥𝐥 =
𝐓𝐏

(𝐓𝐏 + 𝐅𝐍)
 𝐱 𝟏𝟎𝟎 % 6 

• F-measure, also known as the F1-score, calculates the average of both precision and recall.   It is 
commonly used when there is a need for a single accuracy metric as an evaluation tool. 

𝐅 − 𝐦𝐞𝐚𝐬𝐮𝐫𝐞 =
𝟐 ∗  𝐑𝐞𝐜𝐚𝐥𝐥 ∗  𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 

(𝐑𝐞𝐜𝐚𝐥𝐥 +  𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 )
 

7 
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• Sensitivity refers to the likelihood of obtaining a positive test result when an individual is 
positive.   

𝐒𝐞𝐧𝐬𝐢𝐭𝐢𝐯𝐢𝐭𝐲 =
𝐓𝐏

(𝐓𝐏 + 𝐅𝐍)
 8 

• Specificity, also known as the true negative rate, refers to the likelihood of obtaining a negative 
test result when the person is negative. 

𝐒𝐩𝐞𝐜𝐢𝐟𝐢𝐜𝐢𝐭𝐲 = 𝑻𝑵/𝑻𝑵 + 𝑭𝑷 9 
 
5 Experimental Results 
This research has proposed an approach for predicting and detecting cyber-attack Intrusion Anomaly 
Detection Systems (IADS) that makes use of both ML and DL techniques and data from prior cyber-attack 
incidents. Our study estimates the features of those who've been cyber-attacks assaulted as well as the kinds 
of attacks to which they'll be applied. This research employs a novel approach that involves combining 
several algorithms. Fuzzy C-Means, Support Vector Machines (SVM), Multi-layer perception (MLP), and 
Stochastic Gradient Descent (SGD). In this section, we merge the algorithms to get the most accurate 
relation for Intrusion Anomaly Detection System (IADS) identification. The algorithms' combinations are 
as follows: Fuzzy C-Means, Support Vector Machines (SVM), and Fuzzy C-Means, Stochastic Gradient 
Descent (SGD). We obtained the greatest 99.74% accuracy by combining our methods with Fuzzy C-Means 
and Support Vector Machines (SVM). After that, we brought the second-ranked combination 99.53% 
accuracy of FCM, Multi-layer perception (MLP). Subsequently, we carried the third-ranked combination 
98.87% accuracy of Fuzzy C-Means and stochastic Gradient Descent (SGD). Tables 5 and 6 show the 
acquired precision and other performance factors. 
 
Table 5: Combination of Algorithms Model Accuracy for IADS 

Combination Algorithm Accuracy of Algorithms 
Fuzzy C-Means, Stochastic Gradient Descent (SGD)  
Proposed Hybrid Technique 

98.87 % 

Fuzzy C-Means, Multi-Layer Perceptron (MLP)  
Proposed Hybrid Technique 

99.53 % 

Fuzzy C-Means, Support Vector Machines (SVM)  
Proposed Hybrid Technique 

99.74 % 

 
Table 6: Combination of Algorithms Parameter Score for IADS 

S/No. 
 

Parameter Score 
Fuzzy C-Means, Stochastic 
Gradient Descent (SGD) 

Fuzzy C-Means, Multi-Layer 
Perceptron (MLP) 

Fuzzy C-Means, Support 
Vector Machine (SVM) 

1 Precision 0.99750101 0.99540558 0.98889531 
2 Recall 0.99741968 0.99539963 0.98874193 
3 F1-Score 0.99745782 0.99539535 0.98872584 
4 Sensitivity 0.99906976 0.99809160 0.99840966 
5 Specificity 0.99576960 0.99270767 0.97907419 

 
6 Comparative Analysis 
The effectiveness of the classifier was evaluated in comparison to several other supervised ML techniques to 
determine the optimal one. The different ML algorithms were utilized and significant results were achieved 
through it. The study already available regarding the cyber-attack and IADS using ML algorithms has given 
limited knowledge. This study proposed, A. Khraisat et al. [32] to improve the classification model 
performance using various ML techniques SVM, MLP, NB, K-NN, RF, CART, C5 Decision Tree and One 
Class SVM. The highest accuracy scores 83.24 %, C5 Decision Tree Classifier and One Class Support 
Vector Machine. Another study suggested A. Khraisat et al. [77] using C4.5 ML classification method and 
enhanced accuracy, precision, recall, f1-score. The accuracy rate 81.0 %. In this research, these Machine 
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Learning supervised methods include Fuzzy C-Means clustering, Support Vector Machines (SVM), Multi-
layer perception (MLP), and Stochastic Gradient Descent (SGD). These techniques have suggested that the 
fusion of such algorithms will result in a robust model for the prediction of IADS. A combination of Fuzzy 
C-Means and Support Vector Machines (SVM) achieved the highest accuracy of 99.74 %. Furthermore, the 
combination of Fuzzy C-Means and Multi-layer perception (MLP) obtained the second-highest accuracy of 
99.74 %. Also, A combination of Fuzzy C-Means and Stochastic Gradient Descent (SGD) gained the third-
highest accuracy of 98.87 %. Tables 7 show the ML model performance factors. 
 
Table 7: Combination of Algorithms Model Accuracy for IADS 

Combination Algorithm Accuracy of Algorithms 

A. Khraisat et al. [32]  
 

Support Vector Machines (SVM) 69.52 % 
Multi-layer perception (MLP) 77.41 % 
Naïve Bayes (NB) 76.56 % 
K-Nearest Neighbors (KNN) 79.4 % 
Random Forest (RF) 80.67 % 
Classification And Regression Tree (CART) 80.3 % 
C5 Decision Tree Classifier and One Class Support Vector 
Machine 83.24 % 

A. Khraisat et al. [77] C4.5 81.0 % 
Fuzzy C-Means, Stochastic 
Gradient Descent (SGD)  
Proposed Hybrid Technique 

98.87 % 

Fuzzy C-Means, Multi-Layer 
Perceptron (MLP)  
Proposed Hybrid Technique 

99.53 % 

Fuzzy C-Means, Support Vector 
Machines (SVM)  
Proposed Hybrid Technique 

99.74 % 

 
From the observed results in Figure 19 and Figure 20, it is clear that the combination of Fuzzy C-Means and 
SVM, in terms of precision, has achieved its peak. Nonetheless, the combination FCM and multi-layer 
Perceptron (MPL), was placed second, following the integration of FCM, Stochastic Gradient Descent 
(SGD) as third-ranked. According to the outcomes, the accuracy graph also depicts the combinations' 
predictions at their highest. 
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Figure 19: Combinations of Algorithms Model Accuracy IADS of Prediction 

 
We can limit or change the accuracy depending on the situation. For example: Recall, the Parameter Score 
Precision, Specificity, Sensitivity, and F1-Score are all at their highest levels of accuracy. 

 
Figure 20: Combinations of Algorithms Parameter Score IADS of Prediction 

 
7 Discussion 
The rapid growth of internet technologies and 
IoT devices has significantly increased 
cybersecurity challenges, making Intrusion 
Detection Systems (IDSs) essential for 
protecting sensitive information and network 
infrastructures [13], [14], [18]. Although recent 
advances in Machine Learning (ML) and Deep 

Learning (DL) have improved intrusion 
detection capabilities, existing IDSs still face 
challenges in detecting unknown attacks while 
minimizing false alarm rates [27], [28], [29]. 
Furthermore, the increasing complexity of IoT 
environments has encouraged the development 
of intelligent anomaly detection techniques 
capable of adapting to evolving cyber threats 
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[34], [15], [19]. Recent studies have 
demonstrated the effectiveness of ML and AI 
techniques for intrusion detection and anomaly 
detection in IoT environments. AI-driven 
approaches have improved the identification of 
cyber threats through network traffic analysis 
[44], [45], while comparative evaluations of NN, 
RF, NB, DT, GB, and MLP have highlighted 
their effectiveness for cyberattack prediction 
[49], [50]. Similarly, several studies have shown 
that RF consistently provides superior 
performance for IoT anomaly detection 
compared with other ML algorithms [51], [52], 
[53]. These findings support the growing 
adoption of intelligent ML-based IDS 
frameworks. The effectiveness of hybrid ML 
models has also been demonstrated across 
multiple application domains. Siddiqui et al. 
(2023) achieved 99.88% accuracy by integrating 
K-Means with MLP for COVID-19 detection 
[2], while Shaikh et al. (2023) reported 99.67% 
accuracy for software defect prediction using K-
Means + MLP [1]. Likewise, Hassan et al. (2023) 
achieved 99.98% accuracy for sentiment 
classification using K-Means + LR [3], 
illustrating the advantages of combining 
clustering and classification techniques. Similar 
improvements have been reported in fraud 
detection through ML and DL techniques [12], 
whereas ML has also shown promising results in 
software vulnerability assessment and risk 
prediction [55] and educational prediction 
systems [8]. Comparative studies on database 
performance further demonstrate the 
effectiveness of AI and ML models in evaluating 
computational efficiency [48], [11]. Consistent 
with these findings, the proposed FCM-based 
hybrid framework significantly improved 
intrusion detection performance compared with 
conventional standalone ML algorithms. The 
integration of FCM with SVML achieved the 
highest classification performance, followed by 
FCM + MLP and FCM + SGD, demonstrating 
that clustering before classification improves 
feature representation and predictive accuracy. 
These results further support previous 
recommendations to strengthen IDS accuracy 
through intelligent hybrid approaches [60].  The 
performance factor and acquired precision are 
shown in the table 6 and 7. Regarding the 
precision support vector machine, and Fuzzy C-

Means, the combination achieved the highest 
precision, integration of multilayer perceptron 
and fuzzy c means together was ranked second, 
and Stochastic Gradient Descent and Fuzzy C-
Means together achieved third place and these 
results are evident from the figure 19, and 
20.The previous research results present the 
accuracy percentage of different machine 
learning algorithms mentioned in Table 6. 
Support Vector Machines achieved an accuracy 
of 69.52%, Multi-layer Perceptron (MLP) 
attained 77.41%, Naïve Bayes (NB) reached 
76.56%, K-Nearest Neighbors (KNN) scored 
79.4%, Random Forest (RF) achieved 80.67%, 
Classification and Regression Tree (CART) 
obtained 80.3%, and C4.5 demonstrated an 
accuracy of 81.0%, while C5 Decision Tree 
Classifier and One-Class Support Vector 
Machine showed an accuracy rate of 83.24%. 
Present Research elaborates that the 
introduction of Fuzzy C-Means in combination 
with different ML techniques proposed in this 
research has significantly enhanced the 
performance as compared to the previous 
outcomes with individual ML algorithms. 
Overall, the proposed framework addresses key 
limitations of existing IDSs by improving 
classification performance and reducing 
dependence on individual ML classifiers, 
thereby contributing to more robust intrusion 
anomaly detection for modern cybersecurity 
environments. 
 
8 Conclusion 
This study critically evaluated the performance 
of classification algorithms for an Intrusion 
Anomaly Detection System (IADS) by 
integrating Fuzzy C-Means (FCM) with SVML, 
MLP, and SGD. The proposed hybrid models 
achieved high classification accuracies of 
99.74% with SVML, 99.53% with MLP, and 
98.87% with SGD, outperforming the eight 
comparison models and demonstrating the 
effectiveness of combining clustering with 
classification techniques. Despite these 
promising results, further research is needed to 
improve the robustness, adaptability, and 
scalability of the proposed framework for real-
world intrusion detection environments. 
Overall, this study provides an effective hybrid 
machine learning framework that contributes to 
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the advancement of accurate and reliable 
intrusion anomaly detection systems. 
 
9 Limitations 
This study has several limitations. First, the 
proposed framework was evaluated using a 
single Kaggle dataset, which may not fully 
represent real-world IoT and network traffic 
environments. Second, only three classification 
algorithms (SVML, MLP, and SGD) were 
investigated, excluding other advanced ML and 
DL models. Third, the model was validated on a 
moderate-sized dataset, leaving its scalability in 
large-scale, real-time environments unverified. 
Finally, the proposed approach may have 
limited capability in detecting zero-day and 
previously unseen cyberattacks. 
 
10 Future Work 
Future research should validate the proposed 
framework using large-scale benchmark datasets, 
such as UNSW-NB15, CICIDS2017, and BoT-
IoT. Integrating FCM with advanced deep 

learning models, including CNN, LSTM, and 
Transformer architectures, may further improve 
detection performance. Additionally, adaptive 
learning methods for zero-day attack detection, 
hybrid feature selection and dimensionality 
reduction techniques, and deployment in real-
time network environments should be explored 
to enhance scalability and practical applicability. 
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