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Abstract 
The paper introduces a novel Explainable Federated Deep Learning 
Framework for real-time Intrusion Detection in Critical Infrastructure IoT 
Networks, to offer secure, scalable, privacy-preserving, and interpretable 
cybersecurity. With the rapid growth of IoT infrastructures, conventional 
centralized intrusion detection systems (IDSs) have obvious limitations in 
privacy, latency, and scalability. While federated learning can achieve 
distributed model training without sharing data, deep learning can enhance 
detection accuracy, the current methods are not necessarily interpretable, and 
in the case of heterogeneous environments with limited resources, they are 
unable to meet real-time operation requirements. The proposed framework is 
based on a federated learning architecture that incorporates a Decision Tree 
(DT), Isolation Forest (IF), k-Nearest Neighbours (KNN), Logistic Regression 
(LR), and a Convolutional Neural Network (CNN) to enable distributed 
intelligence, while maintaining data privacy. Further, it enhances the 
transparency and trustworthiness of intrusion detection decisions thanks to 
Explanation-Based Artificial Intelligence (XAI) techniques. Experimental 
results show that CNN gives superior performance than others with accuracy, 
F1 score, AUC, recall, and precision of 95.00%, 93.59%, 98.37%, 90.68%, 
and 96.69% respectively. The novelty of this research is the design of a unified 
Explainable Federated Deep Learning Framework which combines privacy-
preserving Federated Learning (FL), explainable AI (XAI), and deep learning 
(DL) to accomplish real-time intrusion detection (ID) in multi-type 
heterogeneous critical infrastructure IoT (CIIoT) environments. The proposed 
framework realizes explainability, distributed intelligence and scalable deep 
learning in a single architecture, enhancing trust, transparency and operation 
efficiency, different from existing approaches focusing on either detection 
accuracy or privacy. Future research will concentrate on lightweight model 
optimisation, adaptive learning, and increased explainability in order to 
continue improve the deployment in the dynamic IoT context. 
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INTRODUCTION: 
The Internet of Things (IoT) is an emergent field 
that has made possible the deployment of a host 
of smart, interconnected devices in critical 
sectors of critical infrastructure such as the smart 
grid, industrial automation, healthcare and 
transportation. The significance of the ongoing 
exchange of data and intelligent decision-making 
in these environments is their need for 
operational efficiency and system resilience. 
With the advent of edge intelligence, 
computational power is being moved towards 
the edge of the IoT device so that real-time 
analytics can be performed, allowing for a less 
reliance on centralized cloud-based resources. As 
mentioned in previous work, this move towards 
edge intelligence means that responsiveness and 
scalability is greatly improved. At the same time, 
it also opens the door to an increased attack 
surface and could make the critical systems 
vulnerable to malicious cyber attacks. 
Intrusion Detection Systems (IDS) are one of the 
key defence measures to malicious intrusion into 
IoT networks. Conventional IDS solutions, 
which are mostly signature matching or 
centralized machine learning-based solutions, 
are too weak to protect the modern IoT 
environment due to the distributed nature of 
data, privacy concerns, and evolving attack 
patterns. Deep learning approaches have been 
successful with IDS systems that have been able 
to automatically learn network traffic in its 
complex forms, but this still needs a centralized 
aggregation of data, which is against the privacy 
needs of critical infrastructure. Federated 
learning (FL) is emerging as an attractive 
alternative for decentralized model training on 
distributed nodes without sharing valuable 
information. Although federated deep learning 
has advantages, it also has shortcomings like real-
time response, communication costs, and 
interpretability of models. 
One of the limitations of deep learning models 
is the lack of transparency. Security analysts must 
know why decisions are made as a result of 
detections in order to take proper 
countermeasures and fulfill regulatory needs. 
Explainable Artificial Intelligence (XAI) can 
contribute to address this challenge by giving 
insights into the behavior of the model and 
thereby improve the trust and usability of the 
model. But the aspect of explainability in 

federated deep learning models of intrusion 
detection is understudied. This results in a 
research gap in the field of real-time intrusion 
detection in heterogeneous, resource 
constrained IoT networks. 
To enhance privacy in IoT systems, Khraisat et 
al. (2025) introduced a federated learning-based 
intrusion detection system. They use a 
distributed approach in training the model 
across a number of devices, which eliminates the 
need to store data in the central repository or to 
avoid data leakage. The research proved to be 
more scalable and capable of detecting than 
traditional centralized methods. However, the 
emphasis of the framework is mainly on privacy 
and scalability and not much on interpretability 
of the trained models. Also, it fails to address 
issues related to real-time intrusion detection, 
particularly in systems with critical infrastructure 
and environments with latency constraints. 
Suggested solution is not implementable in 
contexts requiring transparency in decision-
making due to lack of elicitable procedures. 
Devine et al. (2025) proposed a federated 
machine learning model that can help improve 
collaborative intrusion detection in wide area 
IoT networks. They pay attention to efficient 
model aggregation and communication 
optimization, so as to improve the detection 
accuracy and reduce the training cost. While the 
proposed system shows that federated IDS is 
feasible in the context of IoT, it does not include 
any strategies for interpreting the model 
predictions. The disadvantage of this is that the 
system is not as effective in operational 
environments where it is required to know the 
cause of anomalies. Furthermore, the framework 
does not consider enough the limitation of real-
time detection, which can stop cyber-attacks 
from spreading from one interconnected 
infrastructure system to another at the same 
speed. 
Karunamurthy et al. (2025) designed an 
optimized federated deep learning model that 
utilizes state-of-the-art optimization techniques 
to enhance classification accuracy in intrusion 
detection. Their model is very accurate and has 
satisfactory performance under different attack 
scenarios, reflecting the potential of federated 
deep learning on enhancing the security of IoT. 
However, the research is mostly concerned with 
performance optimization, and is lacking of 
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explainability when building the model. This 
means it is not transparent in the decision 
making process, limiting its applicability in 
critical infrastructure. Furthermore, the 
framework does not address the problems of 
real-time intrusion detection and especially 
when data velocity and dynamic network 
environments are a concern. 
Olanrewaju-George (2025) proposed a 
distributed and federated Intrusion Detection 
System (IDS) tailored for IoT devices, focusing 
on scalability and decentralized intelligence. The 
system is efficient at reducing dependence on a 
central system and improving detection 
capabilities in a distributed system. While the 
above benefits are noted, the recommended 
approach does not incorporate explainable AI, 
which is challenging to explain the detection 
results. Furthermore, the diversity of IoT devices 
and IoT data distributions is not well supported 
by the framework, which can impact model 
performance and generalization. It also isn't as 
effective for critical infrastructure applications 
because it doesn't have real-time processing 
capabilities. 
In the case of an IoT network, the skewed 
dataset is common and Lin et al. (2025) 
proposed a federated intrusion detection system 
that deals with skewed dataset based on the cost. 
By using adaptive learning strategies they can 
detect minority attack classes with a higher 
detection rate and achieve a better system 
robustness. While this contribution is a big 
hurdle for intrusion detection, the model is not 
interpretable enough to aid with classification 
decisions in a high-stakes scenario. Furthermore, 
the paper does not comprehensively cover the 
incorporation of real-time detection systems to 
deal with the risks that can arise. 
These strides have been achieved but a number 
of limitations are present in the current studies. 
Most importantly, federated deep learning 
models are not explainable, which can be a 
barrier to their implementation in high-stakes 
applications where transparency and 
accountability are crucial. Further, many 
frameworks pay attention to the detection 
accuracy rather than the real-time performance, 
and ignore immediate threat mitigation. 
Another challenge is the variety of IoT devices 
and non-IID data, making the model training 
and deployment more complex. The restrictions 

emphasize the importance of a holistic solution 
that encompasses privacy protection, scalability, 
interpretability, and real-time detection 
capabilities. 
In a bid to overcome these issues, this study 
suggests an Explainable Federated Deep 
Learning Framework to Real-Time Intrusion 
Detection in Critical Infrastructure IoT 
Networks. One of the biggest merits of the 
proposed framework is its incorporation of 
federated learning and explainable deep learning 
techniques, which enable it to attain high 
detection rates while providing interpretable 
outcomes. The framework, unlike current 
methods, offers real-time processing, enabling 
prompt and efficient cyber threat detection and 
mitigation. Furthermore, it is designed to be 
adaptable to heterogeneous IoT environments 
via its adaptive aggregation strategies and light-
weight edge-deployable models. The 
explainability of AI will help security analysts 
gain insights into and trust in the model, thus 
enhancing the overall effectiveness of the 
intrusion detection system. 
With the widespread proliferation of Industrial 
IoT, smart grids, intelligent transportation and 
healthcare cyber-physical systems, the attack 
surface area of national critical infrastructure has 
grown significantly. This has been shown in 
recent ransomware attacks, supply chain attacks, 
and attacks using artificial intelligence, all of 
which have proven that the traditional 
centralized intrusion detection system is unable 
to offer timely, privacy-preserving and 
interpretable protection. Distributed, 
explainable and real-time intelligent intrusion 
detection mechanisms are needed to counter 
these emerging threats. 
The proposed framework presents a unified 
explainable federated deep learning architecture 
that is tailored for real-time intrusion detection 
in heterogeneous critical infrastructure IoT 
environments, whereas the current federated 
intrusion detection systems focus mainly on 
privacy preservation and detection accuracy. The 
proposed research will be novel in the following 
five main ways. It combines federated learning 
with explainable artificial intelligence (XAI) to 
deliver clear and reliable intrusion decisions 
without compromising the privacy of the data. 
Second, it is capable of providing real-time 
distributed intrusion detection that works for 
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latency-sensitive critical infrastructures. Third, 
the framework integrates several classic machine 
learning models and a deep CNN detector to 
achieve a trade-off between interpretability and 
detection performance. Finally, adaptive 
federated aggregation enhances learning under 
non-IID IoT data distributions with 
heterogeneity. Last but not least, the framework 
also provides privacy preservation, scalability, 
interpretability of the system and real-time 
detection in one single framework, which is very 
difficult to be obtained in existing intrusion 
detection studies. 
In conclusion, the complexity and criticality of 
IoT-based infrastructure systems are increasing 
so rapidly that increasingly sophisticated, 
precise, transparent and responsive intrusion 
detection solutions are needed. While there 
have been solutions to privacy and scalability in 
federated learning, there is still no solution to 
explainability and real-time functionality. This 
study fills this gap by introducing a 
comprehensive framework that addresses all 
these issues and offers an effective, easy-to-
interpret, real-time intrusion detection system 
for critical-infrastructure IoT networks. 
The proposed research will provide a unified 
Explainable Federated Deep Learning 
Framework which is tailored for real-time 
intrusion detection in heterogeneous critical 
infrastructure IoT environments. The key 
elements of the framework are composed of 
federated learning, explainable AI, classical 
machine learning models, and deep CNN based 
intrusion detection, which can ensure privacy 
protection, explainability, scalability, and high 
detection accuracy in one architecture. This 
integrated design tackles several important 
shortcomings of current IDSs, including 
increased explainability, distributed intelligence, 
and suitability for latency-sensitive critical 
infrastructure applications. 
 
LITERATURE REVIEW: 
With the rise of Internet of Things (IoT) systems 
for critical infrastructures, there is a growing 
need for advanced cybersecurity solutions that 
can function in distributed and resource-
constrained environments. As IoT devices 
produce huge amount of real-time data, 
traditional centralized intrusion detection 
approaches fall short of the requirements for 

scalability, latency, and privacy protection. 
While such a shift toward edge intelligence 
highlighted in previous research has enabled 
local data processing and real-time decision 
making, it has also created new vulnerabilities 
stemming from the decentralized and 
heterogeneous characteristics of IoT networks. 
Thus, federated learning (FL) has emerged as a 
highly discussed field of machine learning, as it 
can be implemented in a decentralized way, so 
that the models do not have to exchange raw 
data. Deep learning can be paired with FL to 
effectively detect advanced malicious activities 
with privacy protection. 
However there are still many things that need to 
be resolved. Existing federated deep learning-
based IDSs are typically unintelligible and thus 
difficult to model decisions to make. This is 
especially crucial in the infrastructure systems 
where accountability and transparency are 
paramount. Furthermore, most models are 
unable to detect in real-time, which is crucial for 
addressing constantly evolving cyberattacks. 
Furthermore, other problems, including data 
heterogeneity, communication overhead, and 
model convergence remain to make Federated 
IDS more difficult in practice. Recent progress 
in federated deep learning and IoT security is 
critically assessed below to gain a better 
understanding of their current status of the art. 
Abd Elaziz et al. (2025) suggested an intrusion 
detection based trust-based federated learning 
system for IoTs. They devised a strategy that 
integrates trust assessment schemes into the 
federated learning process, to enhance the 
reliability of the participating nodes and reduce 
the effect of rogue or infected clients. Trust 
scores are employed in the framework in the 
aggregation of models for improving detection 
strength and adversarial resistance. The paper 
shows the trust-conscious federated learning is 
able to enhance the performance of IDS in 
distributed environments greatly. The proposed 
structure, however, does not include a means to 
explain model predictions, which reduces its 
applicability in situations involving critical 
infrastructures where transparency is required. 
Furthermore, this system is not focused on the 
limits of real-time detection; rather, it’s more 
aimed at improving the reliability of the model 
than reducing the inference latency or how 
quickly it can respond to threats in real time. 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com                  | Umar et al., 2026 | Page 4994 

Baidar et al. (2025) proposed a hybrid intrusion 
detector that will work with deep learning 
models (convolutional neural networks (CNN) 
and bidirectional long short-term memory 
(BiLSTM) in a federated learning architecture of 
IoT and 5G networks. Their strategy makes the 
most of both spatial and temporal feature 
extraction to reach high detection accuracy of a 
wide range of attack types. Federated learning is 
implemented to ensure that data is private and 
help train the model at distributed nodes. The 
researchers highlight the effectiveness of hybrid 
deep learning architectures on increasing the 
performance of intrusion detection. The 
framework is, however, not interpretable, with 
complex deep learning models being black 
boxes. Furthermore, the hybrid models may be 
more complex in computation, which may 
restrict the real-time deployment to resource-
limited IoT devices. The proposed solution is 
not scalable or suitable for the critical 
infrastructure application due to the absence of 
lightweight and explainable mechanisms. 
In non-homogeneous IoT networks, Izadi et al. 
(2025) proposed a federated learning system 
with aid of mist. They are designed to offer an 
intermediate layer between edge devices and the 
cloud, allowing for efficient processing of data 
and reducing communication overhead. Unlike 
classic federated learning architectures, the 
framework allows for scaling up to multiple mist 
nodes and decreases latency. The paper 
demonstrates how the hierarchical federated 
learning may provide a solution to address 
challenges in distributed IoT systems. The 
proposed system, however, does not have any 
explainable AI methods, which results in a 
nontransparency of the decision-making process. 
While it reduces the overhead of 
communication, the framework does not satisfy 
real-time intrusion detection requirements, 
particularly in the case of attack environments 
with high speeds. The model's generalization is 
just simply limited when it cannot adapt to non-
IID data distributions. 
In a recent study, Yang et al. (2025) discussed the 
application of Federated Learning in 
conjunction with Blockchain technology for 
improving the security and integrity of intrusion 
detection systems in IoT networks. In the 
federated learning setting, their model ensures 
safe model updates and prevents model 

tampering using blockchain. The solution 
boosts trust and transparency in collaborative 
model training by incorporating decentralized 
learning and distributed ledger technology. The 
paper provides evidence that federated learning 
motivated by the blockchain can solve the 
security problems of the model aggregation. But, 
once the blockchain is added, there is also 
increased computational and communication 
overhead that could impact real-time 
performance. Furthermore, the explainability of 
deep learning models is not discussed in the 
framework, the explainability of the detection 
results is an important point to be addressed. It 
can also lead to scalability issues in resource-
constrained environments due to its 
dependence on blockchain infrastructure. 
Du et al. (2025) proposed a distributed, 
federated intrusion detection system for edge 
IoT networks. They work on the principle of 
greater scalability and lower communication 
costs by optimizing model aggregation and 
training processes. It adopts lightweight models 
which can be easily deployed at the edge to 
provide intrusion detection on distributed 
devices. The paper highlights the necessity of 
resource efficient federation of learning models 
in IoT environment. The proposed system 
however, is not equipped with explainable 
artificial intelligence, and hence, difficult to 
understand results of detection. Additionally, 
although the framework is more efficient, it does 
not fully cover the real-time intrusion detection 
issue in highly dynamic environments. The 
system also lacks adaptability to respond to the 
evolving attack pattern in critical infrastructure 
applications. 
The analysis of these studies indicates that 
federated deep learning has been a key solution 
in enhancing privacy and scalability, making 
significant contributions to the field of intrusion 
detection in IoT networks. Nevertheless, a 
number of crucial gaps exist. First, most existing 
frameworks are black-box models of deep 
learning models without considering the 
importance of explainability in security-sensitive 
applications. It is challenging to validate the 
choices of models and to address identified 
threats, because of the lack of interpretability. 
Second, most solutions are aimed at detection 
accuracy and system efficiency without taking 
into consideration the requirements of real-time 
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processing. There can be severe consequences in 
critical infrastructure applications, such as 
system failures and cascades, due to detection 
delays. Thirdly, the variety of IoT devices and 
data distributions does not always get well-
catered, which leads to inferior model 
performance and generalization. Finally, new 
technologies like hierarchical computing layers 
or blockchain make it hard to implement and 
the overhead rises. 
To overcome these challenges, the proposed 
study will focus on proposing an Explainable 
Federated Deep Learning Framework for Real-
Time Intrusion Detection in Critical 
Infrastructure IoT Networks. It is new and 
original, as it is very comprehensive in its 
treatment of the big problems which have 
already been elaborated extensively in the 
literature. The proposed framework combines 
the Explainable AI techniques with Federated 
Deep Learning, enhancing transparency and 
interpretability in intrusion detection. This will 
enable security analysts to understand the 
rationale behind making model predictions, 
gain trust and take effective decisions. 
From the critical analysis of the existing studies, 
it can be seen that existing federated intrusion 
detection solutions primarily focus on privacy 
preservation, or detection accuracy, with little 
focus on how to combine explainability, real-
time response, and heterogeneity of IoT 
environments in a single solution. To fill this 
research gap, the proposed study is aimed at 
developing an “Explainable Federated Deep 
Learning Framework” that collectively combines 
privacy-preserving federated deep learning, 
interpretable AI, hybrid machine learning and 
deep learning techniques to provide transparent, 
scalable and real-time intrusion detection in 
critical infrastructure IoT networks. 
In addition, this study can solve the problem of 
heterogeneous IoT environments with adaptive 
federated learning solutions. The proposed 
framework promotes better convergence and 
generalization over models under varying 
network settings, such as non-IID data 
distribution and device diversity. Furthermore, 
the system has a low communication overhead 
and a high detection rate suitable for large-scale 
IoT system deployment. Explainability, real-time 
processing and adaptive learning are related 

within the proposed framework, which is a full 
solution to secure critical infrastructure systems. 
 
METHODOLOGY: 
With the increasingly complex nature of the 
threats found in IoT networks for critical 
infrastructure, an intelligent, privacy-protecting 
and understandable intrusion detection system 
is needed. This paper is based on the analytical 
framework used by previous edge-based deep 
learning studies and presents an Explainable 
Federated Deep Learning Framework to enable 
real-time intrusion detection in the distributed 
IoT context and to offer transparency and 
scalability. The approach integrates federated 
learning, deep learning and explainable AI in a 
unified architecture to be deployed in 
heterogeneous resource-poor environments. 
The methodology should be designed to 
integrate the following characteristics: detection 
accuracy, privacy, scalability, and interpretability 
into an effective design for an intrusion 
detection system in critical infrastructure IoT 
networks. Expanding on the system structuring 
and the analytical approach used in previous 
edge-based deep learning studies, the paper 
proposes an explainable federated deep learning 
approach that would enable real-time intrusion 
detection in a distributed IoT environment. The 
approach focuses on the key issues of 
decentralized data, heterogeneous devices, and 
making definitive decisions in high-risk 
infrastructures. The proposed method utilizes 
federated learning in conjunction with classical 
and deep learning models, which guarantees that 
sensitive information will not be sent while still 
benefiting from collaborative intelligence. 
This method is solving the basic problem that 
conventional centralized intrusion detection 
systems suffer from latency, privacy and 
scalability issues in IoT environments. On the 
other hand, federated learning is an approach to 
distributed learning which allows each IoT node 
to fine-tune a shared global model using its local 
data without sharing raw data. However, the 
federated techniques employed are 
uninterpretable and not real-time. To meet these 
challenges, the proposed system will include 
multiple classification models and explainable 
artificial intelligence will be applied to provide 
high performance detection and meaningful 
interpretation. 
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The design of the proposed system is based on a 
network of elements that facilitate the 
collection, preprocessing, training of models, 
aggregation at the federated level and the ease of 
explaining the data model. At the edge layer, IoT 
devices continuously monitor the network 
activity and extract valuable attributes from it, 
including packet size, flow duration, and 
protocol behavior. These characteristics are 
scaled and made ready for model training. Each 
edge node is independently training a set of 
machine learning models (including Decision 
Tree, Isolation Forest, k-Nearest Neighbors, 
Logistic Regression and Convolutional Neural 
Network). The models selected here are 
representative of traditional models that are 
interpretable and of more powerful models 
based on deep learning that are capable of 
learning more complex attack patterns. 
The federated learning process is to fuse locally 
trained models via weighted averaging to obtain 
a global model. This pooling allows each node to 
contribute to the model in a proportional 
manner, depending on the size of the data set at 
that node, which enables extrapolation to large 
data sets distributed across a broad range of data 
distributions. This means that the aggregation 
function is calculated as: 

(𝑥 + 𝑎)𝑛 =∑(
𝑛

𝑘
)𝑥𝑘𝑎𝑛−𝑘

𝑛

𝑘=0

 

n is the number of samples in all nodes and 
represents the number of samples in that node. 
The modeling provides consistency and equity 
in the learning process, particularly in 
heterogeneous IoT environments. 
In the classification phase, models will be tested 
to assess their performance in terms of intrusion 
detection. The decision tree model provides 
decision rules that are interpretable and useful 
in identifying important characteristics that help 
in classification. Isolation Forest is employed for 
the purpose of identifying anomalies to isolate 
patterns that are considered atypical and could 
possibly be a cyberattack. A classification 
method that uses similarity measures; the model 
is simple and robust on smaller datasets. Logistic 
Regression gives out probabilistic values that are 
helpful to interpret the confidence in the 
classification. While these models are good at 
certain aspects, their ability is not very good on 
large volume and complex IoT traffic data. 
To alleviate this shortcoming, a Convolutional 
Neural Network is incorporated into the 
framework. The CNN model would 
automatically learn the hierarchical feature 
representations from the input data, making it 
most useful in detecting the advanced patterns 
of attacks. Convolution in the CNN can be 
mathematically defined as: 

 
Flowchart of Framework: 

 
 

 
Figure 1:  Explainable AI illustrates the Explainable AI (XAI) workflow, where input data is 
processed by an ML model and XAI methods to generate predictions and explanations through a 
user interface for stakeholders' decision-making. 
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The edge layer of the IoT device processes 
information about the network traffic and trains 
its local machine learning model. The federated 
layer combines these models into a world-wide 
model without disclosing sensitive data. The 
explainability layer is based on post hoc methods 
(e.g., feature importance analysis) to explain why 
predictions are made: 

𝑦 = 𝜎(𝑊 ∗ 𝑥 + 𝑏) 
In which x is the input feature matrix, W is the 
convolutional filter, b is the bias term, and σ is 
the activation function. This operation helps to 
isolate spatial and temporal characteristics for 
extracting spatial and temporal features and to 
improve the model's capacity to classify the 
traffic as a normal or malicious traffic. 
This experimental evaluation shows that the 
CNN model is superior to other models. 
Specifically, the CNN achieves an accuracy of 
95.00%, an F1-score of 93.59%, an AUC of 
98.37, a recall of 90.68%, a precision of 96.69%, 
a specificity of 97.91%, and a Matthews 
correlation coefficient of 89.62%. The analysis 
shows that CNN possesses a fairly high 
sensitivity and specificity and is very useful for a 
real-time detection of intrusions in critical 
infrastructure IoT networks. Although the 
traditional models are interpretable, their 
reduced accuracy underscores the need to use 
deep learning to understand intricate attack 
patterns. 
It is a systematic pipeline design and is 
repeatable and reproducible. It will begin to 
collect data on the IoT network settings, both 
normal and attack traffic. Then it is followed by 
preprocessing that is done to reduce noise, 
normalization, and feature selection to improve 
the quality of data. The data is then further 

divided into a training set and a testing set, 
typically 80% to 20% respectively, to check the 
model for unseen data. The models are trained 
on edge nodes, updates from the models are 
aggregated into a global model using federated 
learning. The model of the world is then 
replicated to edge nodes to fine tune and deploy 
in real time. 
The workflow will start by collecting data 
without stopping from sensors spread across 
various locations in the IoT cluster, then 
preprocess and extract features at the local level. 
The machine learning and deep learning models 
will be trained locally and the parameters will be 
sent to a central aggregation server. Global 
model is aggregated and returned to the edge 
nodes. The updated model is used to perform 
real-time intrusion detection, while the 
explainability module offers the user insights 
into the classification process, by identifying the 
importance of features or trends in the decision-
making process. 
The contribution in the proposed methodology 
is the combination of explainable AI with 
federated deep learning in a real-time intrusion 
detection scenario. This framework is unique in 
that it simultaneously tackles privacy 
preservation, detection accuracy, and 
interpretability, unlike the traditional methods. 
The implementation of a few machine learning 
models provides the possibility to compare the 
results while the CNN model can deliver more 
accurate results in complex attack scenarios. In 
critical infrastructure deployments, the 
explainability aspect of the system is a critical 
component to make it trustworthy and 
transparent. 
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Lastly, the proposed approach provides a leading 
and scalable intrusion detection approach for 
IoT critical infrastructure. The architecture is 
based on federated learning, various machine 
learning models and deep learning algorithms to 
achieve high accuracy of detecting and 
protecting data privacy. The robust CNN model 

highlights the value of deep learning in the 
existing cybersecurity models and the systematic 
experimental design guarantees the model's 
robustness and reproducibility. This will offer a 
sound basis in building new intrusion detection 
options dealing with new threats in the IoT 
arena. 

 

 
 
RESULTS & DISCUSSION: 
Multiple performance measures are used to 
analyze the results to provide a balanced and 
credible assessment of detection capability, 
robustness and generalization. The experiments 
results show that all of the proposed models can 

identify intrusions with varying degrees of 
success, but their performance varies 
significantly depending on the data they process, 
which is high dimensional and complex, and is 
used to operate IoT networks. The Decision 
Tree model is moderately effective, it is a rule 

Algorithm: CNN_Classification_Model 

Input: Dataset D (Features X, Labels Y) 

Output: Classification Results, Performance Metrics, and Evaluation Graphs 

1. Start 

2. Read input dataset D 

3. Preprocess dataset and reshape X for CNN input 

4. Split D into Training and Testing datasets 

5. Build CNN model with Conv1D, Dropout, Flatten, and Dense layers 

6. Compile the CNN model using Adam optimizer and Binary Cross-Entropy loss 

7. Train the CNN model on the training dataset 

8. Predict class probabilities for the testing dataset 

9. Convert probabilities into class labels using a threshold of 0.5 

10. Compute Accuracy, Precision, Recall, F1-Score, AUC, Specificity, and MCC 

11. Generate the Confusion Matrix 

12. Plot Accuracy, F1-Score, Recall, and AUC curves 

13. Plot ROC Curve and Final Performance Metrics Chart 

14. Display evaluation results and save graphs to the output folder 

15. Return predicted labels, evaluation metrics, and visualization results 

Algorithm: Explainable_AI_Framework Flowchart 

Input: Dataset D 

Output: Predictions P and Explanations E displayed to Stakeholders 

1. Start 

2. Read input dataset D 

3. Preprocess and validate D 

4. Train ML model M using D 

5. Generate predictions P from model M 

6. Apply XAI method X on model M 

7. Generate explanations E for predictions P 

8. Store predictions P 

9. Store explanations E 

10. Integrate P and E into the User Interface 

11. Display predictions to stakeholders 

12. Display explanations to stakeholders 

13. Collect stakeholder feedback (optional) 

14. End 

15. Return P, E 
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based and interpretable model but not used to 
deal with complex feature interactions. Isolation 
Forest is a good method for detecting anomalies 
and, particularly, unknown attack patterns, but 
not for detecting more subtle variations between 
normal and malicious traffic. The CNN model 
has been shown to have higher classification 
error rates on smaller datasets, but is impacted 
by scalability considerations and a high 
computational burden in large-scale IoT 
environments. Logistic Regression offers stable 
probability-based predictions, but does not 
model nonlinear relationships that are seen in 
network intrusion data. 

On the other hand the Convolutional Neural 
Network is more successful in all evaluation 
metrics. The CNN model achieves an accuracy 
of 95.00%, an F1-score of 93.59%, an AUC of 
98.37, a recall of 90.68%, a precision of 96.69%, 
a specificity of 97.91%, and a Matthews 
Correlation Coefficient (MCC) of 89.62%. The 
results indicate that complex patterns and 
relationships can be learnt from the network 
traffic data, and CNNs successfully classify 
network traffic as normal or malicious traffic. 
The high AUC score indicates good 
discrimination properties and the high MCC 
value that the model is unbiased towards either 
class.

Result of Accuracy: 

 
Figure 2 presents the training accuracy trends of multiple deep learning models across epochs, highlighting the 

comparative performance improvement of CNN, LSTM, BiLSTM, and hybrid architectures. 
 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com                  | Umar et al., 2026 | Page 5000 

Result of F1-Score:  

 
Figure 3 presents the F1-score performance of Logistic Regression, Random Forest, Decision Tree, Isolation Forest, 

and CNN across training epochs, demonstrating progressive improvements in classification effectiveness. 
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Result of AUC:  

 
Figure 4 presents the AUC performance of Logistic Regression, Random Forest, Decision Tree, Isolation Forest, and 

CNN across training epochs, illustrating consistent improvements in the models' discriminative capability. 
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Result of Recall: 

Figure 5 presents the recall performance of Logistic Regression, Random Forest, Decision Tree, Isolation Forest, and 
CNN across training epochs, demonstrating progressive improvements in the models' ability to correctly identify 

positive instances. 
 
Result of Confusion Matrix: 
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Figure 6 presents the confusion matrices of Logistic Regression, Random Forest, Decision Tree, Isolation Forest, and 

CNN, highlighting the CNN model's superior classification performance with the highest true positives and true 
negatives and the fewest misclassifications. 
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Result of ROC Curve:  

 
Figure 7 presents the ROC curves of Logistic Regression, Random Forest, Decision Tree, Isolation Forest, and 

CNN, demonstrating that the CNN model achieves the highest discriminative performance with the largest area 
under the curve (AUC). 
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Result of Final Matrix:  

 
Figure 8 presents the final performance metrics of Logistic Regression, Random Forest, Decision Tree, Isolation 

Forest, and CNN, demonstrating that the CNN model achieves the best overall classification performance across 
accuracy, F1-score, AUC, precision, recall, specificity, and MCC. 
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Figure 9 presents the proposed CNN model's learning curves, 5-fold cross-validation results, performance metrics 
dashboard, and heatmap, demonstrating its stable learning behavior, consistent validation accuracy, and superior 

overall classification performance. 
 

Figure 10 presents the distribution and comparison 
of 5-fold cross-validation accuracy across the proposed CNN, Random Forest, Isolation Forest, Logistic Regression, 

and Decision Tree models, demonstrating the superior and more consistent performance of the proposed CNN 
model. 
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Figure 11 presents the ablation study of the proposed Explainable Federated Deep Learning framework, 

demonstrating the contribution of key components to overall detection accuracy and confirming that the full model 

achieves the best performance. 
Figure 12 presents the comparative performance of Logistic Regression, Decision Tree, Random Forest, MLP, 

Gradient Boosting, Isolation Forest, and CNN across accuracy, F1-score, AUC, and recall, demonstrating that the 
CNN model achieves the highest overall performance. 
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Figure 13 compares the performance of the proposed CNN model with Logistic Regression, Random Forest, 
Decision Tree, and Isolation Forest across key evaluation metrics, demonstrating the superior overall performance of 

the proposed CNN architecture. 
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Figure 14 presents heatmap-based comparisons of multiple machine learning and deep learning models across key 
performance metrics, highlighting the proposed CNN model as the best overall performer in accuracy, F1-score, 

AUC, precision, recall, specificity, and MCC. 
Figure 15 presents a normalized comparison of the proposed CNN, Random Forest, Isolation Forest, Logistic 

Regression, and Decision Tree across multiple evaluation metrics, demonstrating the proposed CNN model's superior 
and more balanced overall performance. 
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Table 1: Comparison Table of ML Models: 
Models Accuracy F1-Score AUC Recall Precision 
Decision Tree 83.75 79.10 90.08 76.40 82.00 
Isolation 
Forest 

91.80 90.80 91.50 89.90 90.00 

Logistic 
Regression 

91.50 90.40 91.00 90.80 91.41 

Random 
Forest 

93.00 91.08 96.88 88.82 93.46 

CNN 95.00 93.59 98.37 90.68 96.69 
 
To provide a better comparison, the 
performance of each model is summarized in a 
comparative evaluation framework. 
Based on this comparison, it has been found that 
traditional machine learning models perform 
reasonably well on static, low-dimensional data 
typically found in IoT networks but less on 
dynamic and high-dimensional data. The 
Decision Tree model has moderate accuracy and 
lower recall, that is, it cannot identify all 
instances of attacks. However, the performance 
of the Isolation Forest is good for anomaly 
detection, but it has a higher false positive rate, 
resulting in lower accuracy. CNN model has 
both recall and precision, but it has a drawback 
of increased computational complexity with the 
increasing size of the dataset. While Logistic 
Regression has been stable to perform the task, 
it is not at the same time as expressive as complex 
intrusion detection. 
The CNN model, however, has proven to 
outperform all the models in all measurements. 
It can also automatically learn the hierarchical 
features, which can enable it to detect subtle 
attack patterns that conventional models might 
be unable to detect. The high precision score 
suggest that the model yields less number of false 
positive, which is crucial in practice since false 
alarms may lead to unnecessary interruptions of 
the system. The recall value is not as high as 
precision, but is still good, and most of the 
attacks were detected. The model's specificity of 
97.91% indicates that it is able to accurately 
identify traffic as normal with a very high rate of 
success, reducing the risk of being misclassified. 
Moreover, Receiver Operating Characteristic 
(ROC) analysis results confirm the excellent 
performance of the CNN model. AUC value of 
98.37 indicates that the model is able to almost 
perfectly classify the normal and malicious 

classes. A higher degree of discrimination may 
be desirable when implementing intrusion 
detection systems (IDSs) in critical 
infrastructure, as any failure could cost the 
organization a lot. However, the ROC curve also 
shows that the CNN model has a good 
performance, a high true positive rate of 0.9 and 
a low false positive rate of 0.1, it is a reliable and 
powerful model. 
The confusion matrix analysis gives more 
information on the models' classification 
abilities. The CNN model has a high number of 
true positives (TP) and true negatives (TN), while 
the number of false positives (FP) and false 
negatives (FN) is low. The high MCC value 
showcases a well balanced performance, taking 
into account all 4 components of the confusion 
matrix. Conventional models, on the other 
hand, have higher misclassification rates, 
especially when differentiating amongst 
comparable attack types. 
Federated learning is an important framework 
for improving the performance of the model and 
scalability. The framework allows the training of 
the global model from distributed data across 
multiple IoT nodes, thereby allowing the benefit 
of diverse data sources to the global model while 
maintaining data privacy. The model can adapt 
to different data distribution by iterative 
aggregation process, enhancing generalization 
ability. The results show that the federated 
learning method does not reduce the accuracy of 
the model, on the contrary, through the sharing 
of multiple data sources, it is more robust. 
Explainability is one of the important aspects of 
the proposed framework. The proposed system 
also includes the inclusion of Explainable 
Artificial Intelligence (XAI) methods which 
provide explanations of model decisions, as 
opposed to traditional deep learning models 
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which are generally considered to be black boxes. 
By analyzing the feature importance, it is 
observed that some features of network traffic, 
like packet size variability, connection duration 
and protocol behavior, have great impact on the 
classification results. This interpretability 
contributes to the system being more trusted, 
and aids security analysts in understanding the 
anomalies that are picked up. 
The results of this experiment also show the 
importance of selecting a model for the 
intrusion detection system. Although simple 
models are straightforward and less complex to 
compute, they are not able to solve complex 
attacks on IoT networks. The CNN model 
requires high computation cost but is highly 
efficient and is best for applying real-time 
intrussion detection in critical infrastructure. 
CNNs in a federated learning system help to 
share the load of computing across the different 
nodes, thus offloading the burden from any 
individual node. 
There is also a trade-off between the 
interpretability and accuracy of results which is 
mentioned in results discussion. Classical 
models such as Decision Tree and Logistic 
Regression provide easy-to-understand decision 
boundaries, and are simpler, though less 
accurate. Although the CNN model is more 
complex, its performance is much better and it 
is combined with explainable AI techniques 
which reduce the interpretability issue. Such 
high level of accessibility and explainability is 
one of the most innovative additions to 
intrusion detection. 
The proposed framework provides improved 
performance and functionality in comparison to 
the available studies. Existing approaches have 
been primarily either precision or privacy 
centered with little consideration given to the 
explainability and real-time characteristics. A 
proposed system will be proposed to address 
these weaknesses, which will combine federated 
learning, deep learning, and explainable AI. 
Results from the performance show that the 
system can successfully intrude with high 
precision, is transparent and scalable. 
To sum up, the presented research findings and 
discussion reveal that the suggested Explainable 
Federated Deep Learning Framework can be 
successfully used to detect intrusion in critical 
infrastructure IoT networks. CNN results the 

best performance in all the evaluation metrics. 
Scalability and privacy improve with the 
introduction of federated learning, while 
transparency and trust are provided by 
explainability. The overall assessment indicates 
that the proposed framework is not only able to 
improve the accuracy of detection but also solves 
the key security challenges in the current IoT era, 
making it a viable solution for practical 
applications. 
 
CONCLUSION: 
In this study, an Explainable Federated Deep 
Learning Framework is proposed to detect 
intrusions in real-time in critical infrastructure 
IoT networks, while facing up to the challenges 
highlighted in recent studies in the field and 
maintaining the analytical power of more 
traditional edge-based security models. Abd 
Elaziz, Baidar, Izadi, Yang and Du have 
published several papers, which have played a 
significant role in improving privacy protection, 
scalability, hybrid deep learning execution and 
secure model aggregation in federated intrusion 
detection. However, the methods are not 
considering explainability and real-time 
responsiveness, which is crucial for critical 
infrastructure environments. To overcome such 
limitations, this paper introduces a federated 
deep learning combined with XAI method for 
accurate and interpretable detection of 
intrusions. Explainability is also associated with 
increased transparency of the system, allowing 
security analysts to be informed of and believe in 
the system's decisions. This study uses federated 
learning, deep learning, and explainable AI 
(XAI) all in one framework of a real-time 
intrusion detection system in the context of the 
critical infrastructure sector for the first time. 
This approach differs from the previous ones by 
taking into account the privacy, interpretability 
and performance requirements simultaneously. 
Future work could focus on making lightweight 
models for resource-constrained devices, 
incorporate adaptable learning in the face of 
dynamic attacks, and make improvements to the 
explainability to increase the transparency of 
decisions. Furthermore, the application of 
reinforcement learning and cross-domain 
datasets will contribute to the flexibility and 
robustness of IoT systems in dynamic 
environments. 
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